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Introduction to Security



Terminology

e Computer Security

— automated tools and mechanisms to protect data in
a computer, even if the computers are connected to
a network
e against hackers (intrusion)
* against viruses
e against Denial of Service attacks

* Internet (network) Security

— measures to prevent, detect, and correct security
violations that involve the transmission of
information in a network or interconnected
network



Attacks

e Passive attacks
— interception of the messages

e Eavesdropping
— What can the attacker do?

e use information internally
* release the content
e traffic analysis

— Hard to detect, try to prevent



Attacks

e Active attacks
— Involves interruption, modification and fabrication, etc.

— Masquerade, impersonating
e pretend as someone else
e possible to get more privileges
— fabrication
e create a bogus message
— Replay
* passively capture data and send later
— Denial-of-service

e prevention the normal use of servers, end users, or network
itself



Masquerade

Replay

Darth Message from Darth

that appears to be
from Bob

Internet or
other comms facility

Darth Capture message from
Bob to Alice; later
replay message to Alice

Internet or
other comms facility




Attacks

e Active attacks (cont’d)
— deny
 repudiate sending/receiving a message later
— Modification (tampering) <-> intact

e change the content of a message

Darth modifies
message from Bob
to Alice

Darth

Internet or
other comms facility

Bob



Basic Security Services

e Authentication <-> impersonation

— assurance that the communicating entity is the one it
claims to be

— peer entity authentication

 mutual confidence in the identities of the parties involved in a
connection

— Data-origin authentication
e assurance about the source of the received data

e Access Control
— prevention of the unauthorized use of a resource

e Data Confidentiality
— protection of data from unauthorized disclosure
— traffic flow confidentiality is one step ahead



Basic Security Services

* Data Integrity <-> tampering
— assurance that data received are exactly as sent by an
authorized sender
— |.e. no modification, insertion, deletion, or replay
 Non-Repudiation
— protection against denial by one of the parties in a
communication
— Origin non-repudiation
e proof that the message was sent by the specified party

— Destination non-repudiation

e proof that the message was received by the specified party



Security Mechanisms

e Basically cryptographic
techniques/technologies
— that serve to security services
— to prevent/detect/recover attacks

 Encipherment

— use of mathematical algorithms to transform data
into a form that is not readily intelligible

e keys are involved



Security Mechanisms

e Message Digest

— similar to encipherment, but one-way (recovery not
possible)

— generally no keys are used

e Digital Signatures and Message Authentication
Codes

— Data appended to, or a cryptographic transformation
of, a data unit to prove the source and the integrity of
the data

* Authentication Exchange

— ensure the identity of an entity by exchanging some
information



Security Mechanisms

e Notarization

— use of a trusted third party to assure certain properties
of a data exchange

* Timestamping
— inclusion of correct date and time within messages
* Non-cryptographic mechanisms

— traffic padding (for traffic analysis)

— intrusion detection
 monitor, detect, and respond

— firewalls



And the Oscar goes to ...

 On top of everything, the most fundamental
problem in security is
— SECURE KEY EXCHANGE
 mostly over an insecure channel

— Let’s brainstorm on this issue!
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Model for Network Access Security
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Aspects of Computer Security

 Mostly related to Operating Systems

e Similar to those discussed for Network Security
— Confidentiality
— Integrity
— Availability
— Authenticity
— Accountability
— Dependability



Security Issues in Current Internet



Background



The Internet

 The best thing of the Internet is everyone
connects to each other

 The worst thing of the Internet is everyone
connects to each other

e When Internet was designed, it was just for a
research community, therefore the trust and
security was not considered



Internet Security Issues

Internet Worm (1988)

Sniffing Attack (1994)

Sequence Number Attack (1995)
Denial-of-Service Attack (DoS)
Distributed DoS Attack (DDoS)
Distributed Reflected DoS attack (DrDoS)
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Example:

¥  Subject | offer the DDoS attack service !

From: ddos@safe-mail.net <DDOS Service> 1
Datee 3/3/05 10:54

Newsgroups: alt.2600.cardz

HI,

I offer the DDOS attack service, I offer estimate of expense on hour

base. Free demonstration (10 minutes).
The price is based on the difficulty to pull down the target
website, for the free demonstration or information please contact :

DDOS Service at : ddos®@safe-mail.ne




Most Concerning Threats

Most Concerning Threats

. BGP/Route Hijacking DNS Cache Poisoning . Infrastructure Services
{unintentional or malicious) DDoS (DMS, VoIP, other)
. Link/Host Flooding Worms . Systems/Infrastructure
Compromise

Identity/Credential Theft I Bots and Botnets
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2
&
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WORLDWIDE INFRASTRUCTURE SECURITY REPORT ARBOR Networks, Oct 2008



Attack Vectors

Attack Vectors — Largest Bits-Per-Second Attacks
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The Internet is Broken
--David Clark [22]

Privacy . -;: Trust :
Security ST o pi

Router




Trustworthy Internet and Source
Address Validation



The Prosperities of Trustworthy Internet

e Trust is the expectation that a device will
oehave in a particular manner for a specific
ourpose.

* Properties of Trustworthy Internet
— Security, and Authenticity, Accountability, Privacy
— Availability: Reliability, Resilience Service

— Controllability: Monitoring and Control (Cross-
layer)



Trustworthy Internet: MOST Science
&Technology Support Project

Trustworthy Network Applications
> (Email, BBS, VoIP, IPTV/iTV, <:
Mobility App, E-Governence)

I

Trustworthy Network Service (For
:> Trustworthy ID : ID/Loc mapping, <:|
AAA, key management, etc)

|011U0D pue BuliolIUO

SpJepuels pue a1n10911ydiy

Trustworthy Network Infrastructure
:> (Anti-Source Address Spoofing at ‘C:‘

Inter-AS, Intra-AS and Access
Network Levels)




Source Address Validation
Architecture

e RFC5210, J. Wu, J. Bi, X. Li, G. Ren, K. Xu, (SAVA)[9]

Inter-AS Level

Intra-AS Level

Access Network




IP Spoofing

e Computers can send packets with forged IP source
addresses.
* Frequently used in attacks
— DrDoS [1]
— SYN Flood [2]
— TCP Hijack [3][4]
— DNS Cache Poisoning [5]
e Canalso..
— Hide real attacker
— Amplify the power of attack
— Weaken the power of defense system
— Defeat IP address based authentication



DrDoS Example

Attacker EREEEEEIEEE fo sl . _
zombies to , - (2) All zombies send

begin attack P DNS query for record “foor
ales2s in domain “bar.<tld="
to open recursive servers
and set source |IP=10.10.1.1

(3) Open resolvers
ask bar.<tld> for
record “fog”

Response to
10.10.1.1 (4) bar.<tld> responds

with record “fog”

| Open (4000 byte DNS TXT RR) [EWEET
Target name recursive bar.<tld>
server at (5) Open resolvers send Servers

IP=10.10.1.1 DNS response with

A

(4000 byte DNS TXT RR)
to target name server



Korean sites targeted in ongoing DDOS

e July 2009, many Korean sites were under DDoS
Attacks:

— the Ministry of National Defense

— Foreign Affairs and Trade

— Republic of Korea National Assembly
— the Grand National Party

— Naver blog, Naver mail,

— Shinhan Bank, Korea Exchange Bank...

 The attacks took advantages of IP spoofing,
making it harder to defense



Statistics

 There are about 4000 IP spoofing attacks
every weak [6]

e At least 24% autonomous systems are
spoofable [8, MIT spoofer project]

e US and China are top 2 target counties of the
spoofing packets [7, CAIDA telescope]



MIT ANA Spoofer [8]

e The MIT ANA Spoofer project measures the
Internet's susceptibility to spoofed source
address IP packets.

* |t measure various source address types (invalid,
valid, private), granularity (can you spoof your
neighbor's IP address?), and location (which
providers are employing source address
validation?)

e The research is particularly relevant given the
regular appearance of new spoofed-source-based
exploits, despite decades of filtering effort.



MNetblocks

Estimated
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Spoofer Statistics

PDF of Filtering Granularity

=
=
T

Percentage

IP Addresses Autonomous Systems

Spoofable
577
23.9%

Percent

Estimated Estimated
468 million out of 2 88 billion 7900 out of 33000 - & e
IP Addresses Spoofable ASes Spoofable MusOHEYsERLEho DnD B




CAIDA Telescope [7]

A network telescope is a portion of routed IP
address space on which little or no legitimate
traffic exists.

* Monitoring unexpected traffic arriving at a
network telescope yields a view of certain
remote network events. Among the visible
events are various forms of flooding DoS
attacks, infection of hosts by Internet wormes,
and network scanning.



Telescope Statistics — CAIDA 2010.11.14
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RESEARCHES ON METHOD DESIGN



2001:
2001:
2002:
2003:
2005:
2006:
2006:
2006:
2007:
2008:

History

DPF, SIGCOMM [11]

Hash-Based IP Traceback, SIGCOMM][12]

SAVE, INFOCOM [13]

HCF, CCS [14]

SPM, INFOCOM [15]
IDPF, INFOCOM [16]
StackPi, JSAC [17]

Passport, USEN
BASE, Asia CCS
AIP, SIGCOMM

XS
19,

RUTI [18]

20



Taxonomy

* Proactive

— Route based filtering

— End-to-end filtering

— Approaches in access network
* Reactive

— Traceback



Proactive: Route based filtering

* Ingress Filitering

e Distributed Packet Filtering
— SAVE
— IDPF

* Passports



Ingress Filtering

* Ingress Filtering for Multihomed Networks
Best Current Practice (RFC 3704)

— Ingress Access Lists

— Strict Reverse Path Forwarding

— Feasible Path Reverse Path Forwarding
— Loose Reverse Path Forwarding

— Loose Reverse Path Forwarding Ignoring Default
Routes



Distributed Packet Filtering (DPF)

A framework of distributed packet filtering
— SAVE, IDPF, BASE are under this framework

e Methodology

— Assume that nodes has the knowledge of which
direction a source address will arrive in.

o
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Distributed Packet Filtering (DPF)

e DPF is a milestone

— DPF gives an analysis framework for route-based
filtering methods. And it inspires a lot of new works
under the framework.

 DPF raises a key problem
— How to learn the direction of a source address?
— The follow-ups of DPF mainly focus on resolving this
problem.
e SAVE: Use separate protocol

e IDPF: Use inter-AS “valley-free” principal
 BASE: Use BGP extension



SAVE:
Source Address Validity Enforcement

e Use a new protocol to learn “incoming table”
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Forwarding table Incoming table



IDPF:

 |DPF establishes “address-direction” table
based on inter-AS routing policy. (valley-free)

— Use the policy to compute “Feasible Routes”
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— Packets from infeasible routes are dropped.

Inter Domain Packet Filters

f/ V\\.‘ / \\
L C) v d)
peering relationship - A . f\-r.vl _/
| ) ’ |
| |
. . . | [
— = provider—customer relationship !
N 7\
‘\‘ l-) SO T T T T T '(l Vi
\__7__ d \_7__ e
\...\ /
\,__ /
sad Vs
sbd LS )
NS

Feasible routes constrained by routing policy



Packet Passport

e Each check point on the path expects an MAC
of the packet. And these MACs are inserted

5 [P Header|Passport|Payload E

S A MAC,|MAC;|MAC4] B




Proactive: End-to-end filtering

e |PSec
e HCF
e SPM



|IPSec

User system
with IPSec
P [ Wsec [ Secure
Header|Header| Payload Public (Internet)
or Private
Network

Metworking device -

with IPSec __i‘}'—* Networking device

with IPSec

IF 13
Header Paylzad




|IPSec

e |[PSec requires high computation. So itself is
vulnerable to DoS.

* Should be supported by PKI, which is
problematic in large scale



HCF: Hop Count Filtering

HCF filters packets with invalid TTL.

— Learn the number of hops from src to dst.
— Calculate valid TTLs
e |nitial TTL value is always set to 30,32,60,64,128,255
Features
— Light-weighted
— Benefits the deployer
— Do not need cooperation.



HCF: Hop Count Filtering

e Weakness
— Valid TTL can be cracked by attackers.
— Drop valid packets if route changes

e Then number of hops changes



SPM: Spoofing Prevention Method

e Each pair of src/dst ASes negotiate a key.

e The key is tagged into the packet by the
border router of the src AS, and checked by
the border route of dst AS.

Rt IP Header | K(ASI,AS2) e :




IETF SAVI WG

Both IPv4/IPv6 are covered
Trust network device, do not change host
Support all kinds of address allocation method

Support multiple addresses/topology
changing/mobility under the same subnet
Attack-free

— Prevent forged DHCP server, RA, NA...
— Set max bounding entries




Source Address Validation
Improvements

e Focus on the “Access Network” level of SAVA
e Drafts

— draft-ietf-savi-threat-scope

— draft-ietf-savi-framework
— draft-ietf-savi-dhcp
— draft-ietf-savi-fcfs

— draft-ietf-savi-send




Traceback



Reactive: Traceback

e Traceback Problem [23]: to identify

the machines that directly generate

attack traffic and the network path
this traffic subsequently follows.

r (1) Locate attack sources

.\ (2) trace attack paths



Difficulty and Current Situation

e Difficulty in Traceback
— Internet is stateless in itself
— Packet is forwarded only on its destination address
— Packet lacks of valuable information for traceback
— NAT and Firewall are widely used in Internet
— overhead and precision of existing traceback schemes

e Current Situation

— In 1999, Researchers began to study traceback. But every
traceback scheme solves some problems and simultaneously
incurs other problems.

— So far, none of traceback schemes has been deployed in the
Internet.



Classification

Link Testing
- test upstream routers hop by hop
- Input Debugging and Controlled Flooding [24]

Packet Marking

- mark path information in packet header

- PPM [1], StackPi [25], Randomize & Link [26], An AS-
Level Overlay Network for IP Traceback [27]

logging

- path information is stored in routers or server

- Hash-based IP Traceback [28], One-bit Random
Marking and Sampling (ORMS) [29]

Traceback based on ICMP

- routers send new ICMP packets to the receiver
- iTrace [30]



Link Testing

 Main idea: network manager begins to check
router closest to the victim, and subsequently
traces the router closest to the attacker.
Network software and hardware are not
modified in Link Testing, but it can only trace
ongoing attack. Link Testing consists of two
types of schemes: Input Debugging and
Controlled Flooding



Input Debugging

 Main idea: Firstly, Network manager extracts
attack signatures from attack packets, and
then checks the router closest to the victim
where the input debugging is applied, and
confirm the input port of attack packets, This
process is repeated recursively on the
upstream routers.

e Shortcomings: considerable management
overhead; traceback process is slow



Controlled Flooding

e Main idea: to flood links with large bursts of
traffic and observes how this perturbs traffic
from the attacker. By observing changes in the
rate of attack packets, the victim can therefore
deduce which link the packets are coming
from. This process is repeated recursively on
the upstream routers.

e Shortcomings: it is a DoS by itself; it requires
any victim to have a good map of the Internet.



Packet Marking

 Main idea: routers mark packets that pass
through them with path information. Packets
for marking are selected at random with some
fixed probability. As the victim gets the marked
packets, it can reconstruct the full path.

e Shortcomings: backward compatibility; high
compute overhead in the victim; high false
positives



Probabilistic Packet Marking (PPM)

e Mainidea: routers mark packets with a fixed probability,
marking information is a triple <start address, end address,
distance counter>, start address and end address are IP
addresses of two end routers belonging to a link, distance
counter logs the distance between marking routers and the

victimo

R Jof



Probabilistic Packet Marking (PPM)

e Main idea: routers mark packets with a fixed
probability, marking information is a triple <start
address, end address, distance counter>, start address
and end address are IP addresses of two end routers
belonging to a link, distance counter logs the distance
between marking routers and the victim

RiR2[1]
Rl —— R2 ——— R} ——



Probabilistic Packet Marking (PPM)

e Main idea: routers mark packets with a fixed
probability, marking information is a triple <start
address, end address, distance counter>, start address
and end address are IP addresses of two end routers
belonging to a link, distance counter logs the distance
between marking routers and the victim.

RiR2[2]
Rl —— R2 ——— R} ——



Logging

 Main idea: every router stores information of
every packet that passes through the router.
When the router is queried later, it can
determine if a certain packet passed through it.



Hash-based IP Traceback (SPIE)

 Main idea: everyrouter maintains BF (Bloom Filter)
and writes signature of every packet passing through

the router into BF.
 Shortcoming: the compute and storage overhead of
router is large

packet ———————>




Hash-based IP Traceback (SPIE)

* Traceback process

note: red solid line is attack path
purple dashed line is traceback process



Traceback based on ICMP

 Main idea: when router forwards packets, it
sends new ICMP messages to destination host.
New ICMP message includes: IP address of the
router, |IP address of downstream (or upstream)
router. The victim will receive enough ICMP
messages and reconstruct attack path

e Shortcomings: require a large number of
ICMP messages, false positives and
false negatives are high



Compare

method | Controlled PPM SPIE iTrace
metrics Flooding
ISP cooperation need no no no
Packet number more more one middle
.. Computer Computer and
overhead Addltlc_)nal Overhead of | storage overhead | Additional traffic
traffic e -
victim is high is high
. . Not precise False positive | False negative False positive
precision when facing i< hiah ic 0 is high
DDoS J J
Easiness to escape easy middle hard easy
Traceback DDoS no yes yes yes
Incremental deployment yes yes no yes




Security in Future Internet



New Threats

New Usages => New threats

— New landscape
* Massive multi-parties applications programs (Alice & Bob relationship is over ...)
* 500 Mega-machines, 3 Giga-people, 1 tera-objects (Security is not scalable ...)

* Huge flows of multimedia content and virtual distributed services (traceability will be difficult,
indeed impossible)

* Interconnection with the physical world : sensors and actuators (end of an intangible world)
— Digital world : a vast ecosystem of critical infrastructures (how to control and master ?)
* Mobility of devices, persons, groups, swarms of things
* Privacy issues : European ldentity cards, Anonymization, fragmented identity
e Addiction of users, Inescapable Infrastructures (individual, enterprise, society)

Major threats => illegal computer programs

— Emergence of combined opportunities for attackers : coincidence of

* Massive Power for everyone : an end-user will have at his disposal Billions of Mips over the
networks (new equilibrium of computing power)

* Pervasive connections to physical reality : possibility to join and disturb the distributed
physical world (physical presence will be too dangerous for terrorists, because of CCTV
networks of surveillance)

— New generation of attackers, failures

e QOrganized cybercrime: criminal organization, but also untrusted service operators (telecom,
network service, security brokers...)



Future Internet Attacks

Attacks through user cooperation

— Users are increasingly lost in the dynamic, recursively overlaid
structures and distributed applications

— Attract, threaten, fool users to cooperation
Attacks through travels from Virtual to Real, back and forth

— Attacks through dependencies: attack infrastructure A to provoke
failures in infrastructure B

Botnet attacks

— Focus botnet power on targets, today mostly click fraud and DDoS

— In future massive computations & data mining: inference, predictions
lllegal content distribution attacks

— Today mostly copyrighted material

— Tomorrow: massive distribution of classified and illegal material
through steganography and P2P networks



Future Internet Attacks

Cyberwars

— Secret and special services disrupting the IT infrastructures of enemy
states

— State sovereignty: massive disinformation and opinion manipulation,
influence on elections in third states

Internet assassinations

— Remark: already implicitly possible today through connected object
tracking

— In future through direct object control and disruptive actions on
objects resulting in “incidents”

Cyberterrorism

— disrupt services, provoke accidents in certain regions, kill certain
citizens, disinformation, propaganda

Personal attacks leading to virtual solitude and depression

— Identity theft, identity usurpation, targeted ads, illicit banking
operations

— Killing digital reputation, provoking digital isolation



Trust, Security, Dependability & Privacy in Fl

Issues to be validated

* Identity of physical persons

— ldentity management, accountability, responsibility: end-user, software editor,
Service Provider, etc

— Catalog of authentications (Accountability & non repudiation)
— Privacy
* Identity of virtual entities and physical artifacts

— Internet of Things (Massive and extremelqy tiny objects ) : Statistical security
(traceability)

* Infrastructures

— Necessity to create a new trusted infrastructures

e Distributed Learning Machines in Security
— Traffic analysis & monitoring : early detection
— Distributed security detection

— Seamless (through heterogeneity), mobility and massivity (extreme data rate
& volume)

* Digital governance
— Protection of the user (ethical behavior) from the rest of the world
— Protection of the society from the user (hacker, cyber crime, cyber terrorism)



New security paradigms for Internet resilience

* The new art of sharing secrets
— How to split between address — location & identity ?
— Design new mechanisms for authenticity

e Protocols to ensure trust properties for routing
* No lies, no spoofing

e The new art to be accountable and liable
— Sharing trust in the end to end actor’s chain within the
collaborative environment

* The new art of remaining free and private

e Top down approach : different granularities
— Need to secure systems of systems
— Need to secure any participating system
— Need to secure every entity
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