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About Phishing

Phishing is a criminal activity using social engineering
techniques.

Phishers attempt to fraudulently acquire sensitive
information, such as usernames, passwords and credit
card details, by masquerading as a trustworthy entity
in an electronic communication.

Ebay and PayPal are two of the most targeted
companies, and online banks are also common targets.

Phishing is typically carried out using email or an
instant message, and often directs users to a website,
although phone contact has been used as well.

Private data + fishing = Phishing (?)


http://en.wikipedia.org/wiki/Criminal
http://en.wikipedia.org/wiki/Social_engineering_%28computer_security%29
http://en.wikipedia.org/wiki/Fraud
http://en.wikipedia.org/wiki/Password
http://en.wikipedia.org/wiki/Credit_card
http://en.wikipedia.org/wiki/Ebay
http://en.wikipedia.org/wiki/PayPal
http://en.wikipedia.org/wiki/Email
http://en.wikipedia.org/wiki/Instant_messaging

An Example of Phishing (1)

B Notitication Irom Billing Department - IAIAI (HIML)
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s Notification from Bilkng Depariment

Wz racently notced ons or mone attemgds To log in to your PayPal account fom a foreign 1P aodress

¥ you recently accessed your account while traveling, the unususl log in attemgis may have been inifiated by you However f you are the nghtful holder of the account cick on the brk below 10 log into the
account and follow the instructions

biips. S paxpal comius/cordinfmebscrome® logrun
¥ you choose not 1o complete the request, you gve us no choice but to suspend your accowrd temporary.
& takes a1 k2as1 72 hours for the wwestication in this case and we strongly recommend you 12 venfy your account a1 that tme.
¥ you recerwed this notice and you are not the authonzed sccount holder, please be awaes that it is In volation of PayPal polcy 10 represent anesell a5 an other PayPal user Such achon may &lso be in
wiolation of local, national, andfor intemnational lww. PayPal is committed 1o assist law endorcement with any inquires refated attempts to missapropnate perscnal information with the intent to commit fraud ar
thedt Information wil be provided 31 the request of kw erdorcement agencies Lo ensure that perpetiators are prosecuted to the Allest extent of the law
Thanks far your patiance as we work 1ogsther to protect your account
PayPal Account Rewew Dapartmant
Please do not weply 10 this smail. This mailbox &= not montored snd you wil Rt reCenE 3 1I25ponse

For as=iztance, log in to your PayPal account and chick the Help link lecated in the top right comer of any PayPal page

PayPal Email ID PPO0145
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An Example of Phishing(3)
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Hs: PayPal Accounts Review Depatment,

PayPal

We recently noticed one or more atternpts to log in to your PayPal account from a foreign IP address.

If you recently accessed your account while traveling, the unusual log in atternpts may have been initiated by you. However if you are the rightful holder of the
account,click on the link below to log into the account and follow the instructions.

https - dhanaee. paypal. comdusicgi-binfwebscrcmd=_lagin-run

If you choose not to complete the request, you give us no choice but to suspend your account temporary.
It takes at least 72 hours for the investigation in this case and we strongly recommend you to verify your account at that time.

If you received this notice and you are not the authorized account holder, please be aware that it is in violation of PayPal policy to represent oneself as an other
PayPal user. Such action may also be in vialation of local, national, andfor intemational law. PayPal is committed to assist law enforcement with any inguires
related atternpts to missapropriate personal information with the intent to cormmit fraud or theft. Information will be provided at the request or law enforcement
agencies to ensure that perpetrators are prosecuted to the fullest extent of the law.

Thanks for your patience as we work together to protect your account.

PayPal Account Review Departrent.

Please do not reply to this email. This mailbox is not monitored and you will not receive a response.
For assistance, log in to your PayPal account and click the Help link located in the top right corner of any PayPal page.

FayPal Email ID PPO0145
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=ih Apz: Wells Fargo Online <alens@notify, wellsfargo, com’
gte apse Die@khuac ke cshong@khu,ac kr: trhahn@khu, ac, kr
A

HE: Wells Fargo Checking Account Update

| AR | B3 WellsFargo--CheckingAccount-Status-Report-Va4DP-March-2012.zip (48 KB)

wellsfargo.com

An update on your checking account activity

Here is the update you requested for vour Wells Fargo checking account X000{43245.

Balance Summary

Ending Balance: $11,823.36
Availabl.e Balance(as of Tue, 20 Mar 2012 15:56:34 £3.180.54
+0100 ):

Deposits
OMLINE TRAMSFER REF #|BE4 156687 FROM $551.00

CHECKING X3O000(T587 ON 01/2412

This information is accurate as of Tue, 20 Mar 2012 15:56:34 +0100. For the most current balance and maore
account details, open attached report and go to Account Activity Section for this account.

If you have questions, Wells Fargo Online Customer Service is available 24 hours a day, 7 days a week. Call
us at 1-800-956-4442 or sign on to send a secure email.

wellsfargo.com | Fraud Information Center

Mote about balances: Ending balance reflects transactions that have posted to your account and does not
reflect pending deposits or withdrawals. The available balance is an indication of funds that are available to
you today; however, it may not reflect all ransactions that you may have initiated or authorized.

Available Balance - This is the amount of money you have in your account that is available for withdrawal. It
reflects the |atest balance based on transactions posted to your account, including deposited funds, paid
checks, withdrawals, and purchases made with your ATM Card or Debit Card. Please note that some
transaction activity (such as outstanding checks and some Debit Card purchases) may take several days to
post to your account and, therefore, may not be reflected in the available balance. Some deposits made in a
store or ATM may not be immediately available for withdrawal or to cover other transactions.

Please do not reply to this email directly. To ensure a prompt and secure response, sign on to email us.

To modify or cancel your alerts, sign on, go to Messages & Alerts, and select Set Up/Modify Alerts.



