Lab 3. Password Cracking
/ Port Scanning



Password Cracking



Password Cracking 7

c:\gsauditor> gsauditor -set:?d -binary —append -salt:6ebcabob6fcd3f356293c 613d9
cfcBf 751520ad6a28c ThefScdbea?l 79437

GSAuditor, v0.3 (Nov 26 2008), (c) EvilFingers.com

l I e rnall e 2203206 22X

L ]
l l . L ]
Userna e ___,_,_——/// Ansi passwords will be created
Will use "B123456789" as alphabet
o Starting with "0"
Ending with "99999999"
Hash to find is "613d9cfcBf751520ad6a28cibefocdiea?l 794377

e
.. . . . . . - The salt is "6edcab56fc53f356293c¢” and will be appended in binary format
ord: | %% __———u |
Passw bef PaSSWO{d Press CTRL+C for current statistics (twice quick to terminate)

C} Remem

I

Password was not found. - last try was "99999999"
Seconds elapsed:18 k/s: 6172839
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* John the ripper
o ZIEHS| &2 3t El password & €O = QU= tool
 QE R/ A M X| &

WINDOWSsystem 3 2hcm

ohn the Ripper password cracker, vewrsion 1.7.8.1
Copyright (c? 1996-2886 by Solar Designer and others
Homepage: http: " 7wwu.openwall.com/john/

Usage: john—mmx [OPTIONS] [PASSWORD-FILES]

——single
——wordlist=FILE ——stdin
—rules

——incrementall =MODE]
—external =MODE
——stdout [ =LENGTH ]
——restore [=NAME]

- —session=NAME
——status [=MAME]
—make-—charset=FILE

—test
——users=[-JLOGIMIUIDL...]

——save—memory=LEUEL

Conjohn—16%run >

"single crack" mode

vordlist mode,. wead words from FILE or stdin
enable word mangling rules for wordlist mode
"incremental” mode [using section MODE]

external mode or word filter

Just output candidate passwords [cut at LENGTHI
restore an interrupted session [called NAME]

give a new session the MNAME

print status of a session [called NAME]

make a charset. FILE will bhe overwritten

show cracked passwords

perform a benchmark

[do not]l load this (these) user(s? only

load users I[notl of this <(these) groupis) only
load wsewrs withloutl this (these? shelld{(s> only
load salts withloutl at least COUNT passwords only
force ciphertext format NAME: DES./BSDI/MD5.BF- AFS./ LM
enable memory saving,. at LEUVEL 1..3




John the ripper 2 K|

* http://www.openwall.com/john/

John the Ripper is free and Open Source software, distributed primarily in source code form. If you would rather use a commercial product tailored for your specific operating
system, please consider John the Ripper Pro, which is distributed primarily in the form of "native" packages for the target operating systems and in general is meant to be easier to
install and use while delivering optimal performance.

Proceed to John the Ripper Pro homepage for your OS:

+ John the Ripper Pro for Linux )
« John the ijpe]- Pro for Mac 0S X Get J(:'rhﬂ the Ripper apparel ?lt 0-Day
* On Windows, consider Hash Suite (developed by a contributor to John the Ripper) Clothing and support the project

+ On Android, consider Hash Suite Droid

Download the latest John the Ripper jumbo release (release notes) or development snapshot:
+ 1.9.0-jumbo-1 sources in tar.xz, 33 MB (signature) or tar.gz, 43 MB (s} :
« 1.9.0-jumbo-1 64-bit Windows binaries in 7z, 22 MB (signature) oy zip, 63 MB {signature)
= 1.9.0-jumbo-1 32-bit Windows binaries in 7z, 21 MB (signature) or zip, (signature)
« Development source code in GitHub repository (download as tar.gz or zip)

Download the latest John the Ripper core release (release notes):

+ 1.9.0 core sources in tar.xz, 8.6 MB (signature) or tar.gz, 13 MB (signature)
« Development source code in CVS repository
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John the ripper Af&

e John\run 2 L cMD S A}

e =
» X !
P
b2 7P| = = MR o2 M -
u 23 v =37 =4 i
sagc ==F

s v A » WPC » EZ O23 (C) » john179 » run w B un =4

~

~ o T W 2% 37)
# HZ 717
s s e . pre-sse2 2017-05-10 2F.
§ oe=c L ket 20212I6.R 5 334KR
=E | | alnum.chr 2005-12-16 & 227KB
B 24 * [ alpha.chr 2005-12-16 @= 20K8
= AFE * B cmd 2016-07-16 2=
A A} * % cyggec_s-1.dll 2011-10-26 2T
& Google E2H 2 cyggomp-1.dil 2011-10-26 27 .
> 2011 2 BE U cygwin.dll 2011-12-17 28
SAN——— [7] digits.chr 2005-12-16 2= _ 40K
[ john 2011-12-17 2% 211KB
ZI NG 5] john 2017-09-18 28 H 33KB
Hin = john 2017-05-10 27 = 72K8
& OneDrive @/ john 7-05-10 28 . Microsoft PowerP.. 1KB
[ jehn-omp 2011-11-26 @ 215KB
B L pC [ Ianman.chr 2005-12-16 2= CHR 211KB
¥ 22 B pass 2017 02F._ = KB
B s34 B password 2011-11-20 2% 30KB
g =4 [ relbench.pl 2011-11-20 28, SKB
- [E] unafs 2011-11-26 % 6KB
: i: = [ unigue 2011-11-26 2%
[®5] unshadow 2011-11-26 2=
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* sherylcanter.com/encrypt.php

Username:Password Creator for HTPASSWD

Use this form to create a username:password entry for an .htpasswd file.

Usernameii

Password:

DES Salt: {optional, see below)
WG Salt:: {optional, see below)

o Valid salt characters are a-z, A-Z, 0-9, the period "', and the forward slash '/".
o For DES, the salt is 2 random characters from the set of valid characters.
o The MDS salt is 12 characters, only 8 of which are random. The MD5 salt always starts with '$1%" and ends with '$".

The salt is always at the beginning of the password portion of the username:password entry. If you use the same salt, you'll get
the same result. This is how passwords are validated since the hashes can't be reversed.

| Create |

lose

[

Create another entry Home Blog

2 .. ©
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* sherylcanter.com/encrypt.php

Username:Password Creator for HTPASSWD

DES-encrypted username:password entry:

test user vLcpOfaCwhilg

md5-encrypted username:password entry:

test user =$1%wY rEvPan$ca0dFkhi0cDi{ Ckkh ILYd .,

Create another entry Home Blog Close
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Password L}

4| pass - 2%
LE(F EEE MHAH0) 27NV =SEH)

test user:QylcpOfqCwhila
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* Cmd - john
BN C:#john179%runwomd.exe 5

ase report this proble

1| e
il ist=F ILE ——stdin

ble word mar

a | [=MODE]
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Password Cracking &
e Cmd —john L} H

AY/MWAYE LK 2ol

G ohn17IMrun=jochn pass . txt
] [mﬂlﬂl ::" ind_fast_cwd: WARMING: Couldn't compute FAST_CHWD pointer. Please report this problem to

——show

G ohin 1 T 9Wrun>
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John the ripper - Linux

* Apt-get install john
» wget http://openwall.com/john/j/john-1.8.0.tar.gz

& A A (3) - root@slavedy: / - Xshell 5 (Free tor Home/School) = L X
muE BHEE 27V SFM EE EFW =8TH)
= A [z - O &-m-8-4A- €9 4~ @

v.openwall.com/john/}/
e openwall.co




John the ripper - Linux

root@slaved?:/# tar zxvf john-1.8.0.tar.gz
john-1.8.8/README

john-1.8.6/doc/CHANGES
john-1.8.08/doc/CONFIG
john-1.8.0/doc/CONTACT
john-1.8.0/doc/COPYING

john-1.8.0/doc/CREDITS
john-1.8.0/doc/EXAMPLES
john-1.8.0/doc/EXTERNAL
john-1.8.0/doc/FAQ
john-1.8.6/doc/INSTALL
john-1.8.0/doc/LICENSE




John the ripper - Linux
» C|HE 2| O| 5 = make

* cd john-1.8.0/src

=2 3 ook 0w
oo 3
L T e O o D"

ltivec
bit
erPl h_-blh

—
oo
[ I |

HP - |..|", FPA-RISC, H”' L CC
IRIX, MIPS B4- t:1+ (R16K) {best)
IF‘.I""

with MV 1"'

Hnix-like system with gcc




John the ripper - Linux

e Make clean SYSTEM & =
« XY 2| FA MH A|ARIO| 2ACIX| LeF

root@slaved?:/john-1.8.8/src# make clean SYSTEM

m -f ../run/john ../runfunshadow ../runfunafs ../runfunique ../run/john.bin ../run/john
.com ../runfunshadow.com ../runfunafs.com ../run/funique.com ../run/john.exe ../run/unsha
dow.exe ../runfunafs.exe ../run/unigque.exe

m -T ../run/john.exe john-macosx-* *.0 *,

m -f detect bench generic.h arch.h tmp.s
cp Jdev/null Makefile.dep
make: *** No rule to make target "SYSTEM'.

root@slaved?:/john-1.8.0/src# []




John the ripper - Linux

 Make clean generic & =
o MH A|A” ZALZ 7:7'” Y

«Run C|HIE 2| E O] &

e ./john/etc/shadow = & &

# .Aohn —user:test fetc /shadow

Loaded 1 password hash {(FreeBSD MDG [32/32])

srile (test)

guesses: 1 time: 0:00:00:01 100% (2) cfs: 2536 trving: smile



John the ripper - Linux

e Password.lst
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» Aircrack-ng = 0| &St Wifi password & F

* https://cpuu.postype.com/post/55291/
e http://itmir.tistory.com/387

e https://www.youtube.com/watch?v=4DjyEnPH2bY
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* Nmap — network scanning tool
. HEA S
« HOF A 7t

C SEEQI SAE g
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* https://nmap.org/

* https://nmap.org/dist/nmap-7.12-setup.exe

F) Scalable, High-Performance
Virtual Machines

NP . O.RG Google Cloud Platform

Nmap Security

Scanner T | NMAP Free Security Scanner
| Intro e = 3 Audi v

Ref Guide B WWW

Install Guide E = | ? Reference

Download , Guide

Changelog i Zenmap

Book S | Download Changelog GUI Docs

Docs '

Bug - Related

Srcinity Lints Rapuits OS Detection Propaganda Projects
* Nmap In the Movies In the News

Announce
Nmap Dev

Bugteq L News

Full Disclosure
Pan Tast Nmap 7.40 is now available! [change log | download]

Basics Nmap 7.30 is now available! [change log | download]
More Nmap 7.12 is now available! [change log | download]
Nmap 7 is now available! [release notes | download]
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B DiFF README

< nmap

B nmap
nmap_performance

B nmap-mac-pr

. nmap-cs-db

B nmap-payloads

B nmap-

B nmap-rpc

B nmap-service-probes

B nmap-services
B nmap-update
IE nping

. nse_main.lua

Br 7.dll

B reaDVE-WI
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Scan Tools Profile Help
Target:

Command: | nmap -T4 -A -v

Senvices

0% 4 Host =

Filter Hosts

Profile: | Intense scan ~ || Scan

Mrnap Output  Ports / Host:  Topology Host Details Scans

Cancel

Details

—

S O
== IP

Profile : &}

Command : &

arget : 2915



fenmap = O >
Scan Tools Profile Help
Target: | 16318011774 ~ | Profile: | Intense scan ~ | [Scan| [Cancel
Command: | nmap -T4 -4A - 163.180117.74
Senvices MNrnap Output Ports / Host:  Topology Host Details Scan:
05 4 Host ' 4 Port 4 Protocol 4 State 4 Service 4 Wersion <:
W 16318011774 @ 1 tep unknown  tpmux :
® : tcp unknown compressnet
® ¢ tcp unknowen unknown
@ = tep unknowen unknown
@ 7 tep unknown echo
® 0 tep unknowen discard
® 13 tep unknown daytirme
@ 17 tep unknown gotd
@ 19 tcp unknowen chargen
® 20 tep unknown ftp-data
® 2 tep unknown ftp
@ 22 tep unknowen ssh
® = tep unknown telnet
® tep unknowen  priv-rnail
® =5 tep unknown smtp
® 6 tep unknown  rsftp
® 30 tep unknown unknown
® 32 tcp unknowen  unknown
@ 33 tep unknowen dsp
@ =37 tep unknawen tirme
@ 4z tep unknowen narnesenser
Biltar tirate ® 42 tep unknown whois v
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$ nmap: -v 172.16.9.1

total
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% nmap 172.16.8.6/16
$ nmap 17/2.16.8.8/16 172.16.0.0 ~ 172.16.255.25577} K| A 74

$ nmap scanme.nmap.org/24

$ nmap 172.16.3-5,7.1 [172.16.3.1] [172.16.4.1] [172.16.5.1] [172.16.7.1] 2 7H

S nmap scanme.nmap.org 172.16.9.0/24 10.0.0,1,3-7.-v
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3. ENXN SAE N Q| : --exclude

Snmap 172.16.9.0/24 --exclude 172.16.9.5
Snmap 172.16.9.0/24 --exclude 172.16.9.0,172.16.9.255

S nmap -iL ./scanlist.txt —excludefile ./excludelist.txt



<4, SUH K|, H{F 20| 7|5 THAB} . A

Snmap-A172.16.9.1

Snmap-v-A172.16.9.1

S nmap -A-iL ./scanlist.txt

incorrect results at httr



Snmap-sA 172.16.5.

S nmap -sA scanme.nmap.org

filtered : 22O 2|5l EHE &
open/close & & = Bl= AEl




Snmap-PN172.16.9.1

S nmap -PN scanme.nmap.org



« 7.ipv6 LAE AFH . 6

S nmap -6 scanme.nmap.org

S nmap -6 2607:f0d0:1002:51::4

S nmap -v-A-6 2607:f0d0:1002:51::4
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- 8. = 9_. -F

A
. EFM ITE 2~ 1000 -> 10071

Snmap-F172.16.9.1



Colzerstiuser>nmap ——reason scanme. nmag . org

- hited from 163.180.190.254 tt| 253
S nmap --reason 172.16.9.1

S nmap --reason scanme.nmap.org

nited from 163.180,190.254 tt] 253

bited from 163.180.130.254 tt| 253

80.190.254 tt| 253
a0
E7

P




Snmap--open 172.16.9.1

S nmap --open scanme.nmap.org
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« 11. open & Ef ILE L HO|7| : --packet-trace
* nmap —packet-trace IP

e 12. HEQ A QI LO| AL} 2R E HE 29I : iflist
* nmap —iflist

+13. 5 EZE AT p(RE)
* nmap —p30 IP
* nmap —p80,100 IP
* nmap —p80-100 IP
* nmap —p”*” IP
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¢+ 14, ZE AN & X -T(0~5)
* O(X] =) - 5(1 =)
* nmap-T5IP

+ 15. = N A B X[ 7| &d=t: -0
* nmap-0IP
* nmap —0 —osscan-guess IP

e Etc...
* http://sisiblog.tistory.com/21
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* Ping sweeping : -sP

# nmap -sP 182.168.7.0/24

Starting nmap V. 2.12 by Fyodor {fyodor@dhp.com, www.insecure org/nmap,)
Host (192.168.7.11) appears to be up.

Host (192.168.7.12) appears to be up.

Host (192.168.7.76) appears to be up.

Mmap run completed -- 256 IP addresses (3 hosts up) scanned in 1 secand
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e Port scanning : -sT (TCP)

# nmap -sT 192.168.7.12

Starting nmap V. 2.12 by Fyodor
(fyodor@dhp.com, www.insecure.org/nmap;,)
Interesting ports on (192.168.7.12);

Fort Siate Protocol  Service
7 open tcp echo

G open tcp discard
13 open tcp daytime
19 open tcp chargen

21 open tcp ftp

MNmap run completed -- 1 [P address (1 host up) scanned in 3 seconds
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e Port scanning : -sU (UDP)

¥ nmap -sU 192.168.7.7
WARNING: -sU is now UDP scan -- for TCP FIN scan use -sF
Starting nmap V. 2.12 by Fyodor (fyodor@dhp.com, www.insecure.org/nmap,)

Interesting ports on saturnlink nac.net {192 168.7.7):

Port. State Protocol  Service

53 open udp domain

111 open udp SUnrpc

123 open udp ntp

137  open udp netbios-ns
138 open udp netbios-dgm
177  open udp xdmep

1024 open udp unknown

Mmap run completed -- 1 IP address (1 host up) scanned in 2 seconds




