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c:\gsauditor> gsauditor -set:?d -binary -append -salt:6efca656fc53f356293¢c 613d9,
cfcBf 751520ad6a28cbefocdiea?l 719437

GSAuditor, vB.3 (Nov 26 2008), (c) EvilFingers.com
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Ansi passwords will be created

Will use "B123456789" as alphabet

Starting with "0

Ending with "99999999"

Hash to find is "613d9cfcBf751520ad6a28c7befocdbea?l1 194377

The salt is "6ebcabd6fc53f356293c” and will be appended in binary format

Press CTRL+C for current statistics (twice quick to terminate)

Password was not found. - last try was "99999999"
Seconds elapsed:18 k/s: 6172839
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ohn the Ripper password cracker. version 1.7.8.1
Copyright <c) 1996—2086 by Solar Dezigner and others
Homepage: http:/7wwu.openwvall.com”john/

Usage: john—mmx [OPTIONS]1 [PASSWORD-FILES]
——single "single crack' mode
——wordlist=FILE ——stdin wordlist mode, read words from FILE or stdin
——rules enable word mangling rules for wordlizt mode
——incremental [=MODE] "incremental"' mode [using section MODE]
external mode or word filter
Just output candidate passwords [cut at LENGTH]
restore an interrupted session [called MAME]
give a new session the HAME
——statuz [=NAHE ] print status of a session [called WAME]
——make—charset=FILE make a charset, FILE will he overuritten
——show show cracked passwords
——test perform a benchmark
—users=[-JLOGIMNIUIDL [do not] load thiz (thesze) userds> only
——groups=[-1GID[...1] load users [notl of this (these) groupis? only
——zhells load vsers withloutl this (these> chelld{s? only
——zalts=[-1COUNT load salts withloutl at least COUNT passwords only
—format=MAME force ciphertext format MWAME: DES/BSDI~/MDS-BF~-AFS-LM
——save—menory=LEUEL enabhle memory saving. at LEUEL 1._..3

C:injohn—16%run?>
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e http://www.openwall.com/john/

John the Ripper is free and Open Source software, distributed primarily in source code form. If you would rather use a commercial product tailored for your specific operating
system, please consider John the Ripper Pro, which is distributed primarily in the form of "native" packages for the target operating systems and in general is meant to be easier to

install and use while delivering optimal performance.
Proceed to John the Ripper Pro homepage for your OS:

+ John the Ripper Pro for Linux
= John the Ripper Pro for Mac OS X

= On Windows, consider Hash Suite (developed by a contributor to John the Ripper)

» On Android, consider Hash Suite Droid

Download the latest John the Ripper jumbo release (release notes) or development snapshot:

* 1.9.0-jumbo-1 sources in tar.xz, 33 MB (signature) or tar.gz, 43 MB (s} :
* 1.9.0-jumbo-1 64-bit Windows binaries in 7z, 22 MB (signature) oy zip, 63 MB

signature)

* 1.9.0-jumbo-1 32-bit Windows binaries in 7z, 21 MB (signature) or zip,
« Development source code in GitHub repository (download as tar.gz or zip)

Download the latest John the Ripper core release (release notes):

* 1.9.0 core sources in tarxz. 8.6 MB (signature) or tar.gz, 13 MB (signature)
= Development source code in CVS repository

(signature)

Get John the Ripper apparel at 0-Day
Clothing and support the project




John the ripper AFE:

&« > Wec » 2 O23 ()

W HE S 0j

B wids
B winarp sk-0.9.2
F s

winarp_sk-0.9.1

AlLZip ZIP File




John the ripper AFE:

e JohnWrun &0 L CMD =A

£
2
Ul

HE2 717| = i = AF
ks = oFx - H
74
« . » EF O3 (C) » johni79 » run
# HIE 7}7|

e + . pre-sse2 20
| ] all.chr 200
¥ oe=c ' [ alnum_chr 200
| A * [7] alpha.chr 200
| AFEL * Bl cmd 20
A Ap o % cyggee_s-i.dll
& Google T2 # [5] cyagomp-1.dll
2 2014 o BE |:| cygwini.dll
smx . mzos | | digits.chr
[ john
5.11 SPG =H| o o
4| john ‘B
i 5 john 72KB
& OneDrive &l john KB
[ john-omp 215KB
E W pc [ lanman.chr 211KB
4 O42EC 5 pass KB
B 53 B password
|| relbench.pl
[ unafs
[ unique

[ unshadow

=]
D 2o



Password Lt A A

« sherylcanter.com/encrypt.php

Username:Password Creator for HTPASSWD

Use this form to create a username:password entry for an .htpasswd file,

Usernane: |
Password: |
DES Salt: {optional, see below)
WOE Salt: {optional, see below)

» Valid salt characters are a-z, A-Z, 0-9, the period ", and the forward slash /.
e For DES, the salt is 2 random characters from the set of valid characters.
s The MD5 salt is 12 characters, only 8 of which are random. The MD5 salt always starts with '$1%" and ends with '$".

The salt is always at the beginning of the password portion of the username:password entry. If you use the same salt, you'll get
the same result. This is how passwords are validated since the hashes can't be reversed.

| Create |

Create another entry Home Blog Close

2 .. ©
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« sherylcanter.com/encrypt.php

Username:Password Creator for HTPASSWD

DES-encrypted username:password entry:

test user JLvLcpOfgCwhlg

md5-encrypted username:password entry:

test user - 15wy rEvPan$oB9dFkhiOcD] f Ckkh ILYd.

Create ancther entry Home Blog Close
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test user:CylcpOfaCwhls
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« Cmd - john

Bl C:wjohn179%runtfcmd.exe —

W iohn 179y
Couldn't compute FAST_CWD pointer. PI rt this proble

ut at LENGTH]
[led MAME]
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 Apt-get install john
» wget http://openwall.com/john/j/john-1.8.0.tar.gz

& A 49 (3) - root@slavelT: / - Xshell 5 (Free for Home/School) = L x.
maE BEE 2V =AM BE Bw ESEH)

F - " G - O E-3-G-4- €@ 1A &5 H- ®
B &= 03180 -
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» &= off A

root@slaved?:/# tar zxvf john-1.8.0.tar.gz
john-1.8.0/README
john-1.8.68/doc/CHANGES
john-1.8.6/doc/CONFIG
/doc/CONTACT
J/doc/COPYING
/doc/CREDITS
)/doc/EXAMPLES
)/doc /EXTERNAL
/doc /FAQ
john-1.8.08/doc/INSTALL
Jjohn-1.8.6/doc/LICENSE

john-1.8.
john-1.8.
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- LIH E2| O|F = make

* cd john-1.8.0/src
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[ ]

M~ |

36-64 + PPC)

DIGPP,
DIGPP,

other Unix-like tem with gcc

0
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« Make clean SYSTEM & =

« A El=2 A H A[LAEIO| FAAX| €T

root@slaved7:/john-1.8.0/src# make clean SYSTEM

m -f ../run/john ../runfunshadow ../runfunafs ../run/unigue ../run/john.bin ../run/john
.com ../runfunshadow.com ../run/funafs.com ../run/unique.com ../run/john.exe ../run/unsha
dow.exe ../runfunafs.exe ../runfunigue.exe

m -t ../run/john.exe john-macosx-* *.0 *.bak core

m -T detect bench generic.h arch.h tmp.s
fdev/null Makefile.dep
: * No rule to make target “SYSTEM'.
root@slaved7:/john-1.8.0/src# []
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 Make clean generic & &
o MH A|LHED A2 BHA 27

e Run C|HEZ| £ O|F

« /john/etc/shadow 2 A&t

# .Aohn —useritest fetc/shadow

Loaded 1 password hash (FreeBSD MD5S [32/321)

smmile {test)

guesses: 1 tirme: 0:00:00:01 1002 {2} cfs: 2636 trnving: smile



John the ripper - Linux

e Password.Ist




& AlLtE| 2

—

» Aircrack-ng & 0| &7t Wifi password &

* https://cpuu.postype.com/post/55291/
e http://itmir.tistory.com/387
e https:.//www.youtube.com/watch?v=4DJyEnPH2bY
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https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.ntml

(
Package files
You probably want one of these. They include versions of all the PuTTY utilities.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)
MSI (*Windows Installer’)
32-bit; putty-8.71-installer.msi (or by FTP) (signature)
64-bit: putty-64bit-8.71-installer.msi (or by FTP) (signature)
Unix source archive
_tar.gz: putty-0.71.tar.gz (or by FTP) (signature)
|
(
Alternative binary files

The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download standalone binaries one by one if you prefer.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ enfry.)

putty.exe (the SSH and Telnet client itself)

32-bit: putty.exe (or by FTP) (signature)
64-bit: putty.exe (or by FTP) (signature)

pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: pscp.exe (or by FTP) (signature)
64-bit: pscp.exe or by FTP) (signature)

psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTP)
32-bit: psftp.exe (or by FTP) (signature)

64-bit: psftp.exe (or by FTP) (signature)
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\ﬂ SuperScan 3.00

ﬂ Hostname Lookup

20.11E.50)

Resolved [SECI0CDATEFIADY

Timeout

13
stat[163.1801161 = | | Ping
Stop|163.180.116.254 = | | 1400

Previ | MextC | 1..254 | Carnect

2000
¥ lgnare IP zero

¥ lgnare [P 255 FRead

[~ Extract from file 4000
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Scan type
Rezolve hostnames
Orly zean rezponszive pings
Shove ozt responzes
Ping arly
Every port in lizt
All zelected ports in lizt

Al ligt ports fram |1 ERA3R
1 BR535

All ports from

Lookup
Me | Interfaces

% Start

— H| x

Configuration

Fort ligt zetup

Scan
163180116254 |0

5 canning
163.180.116. 262 1]

ing
o

A Active hosts
107

Open ports
36

Save
Collapze all
Expand all
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ﬁ FuTTY Configuration

=)+ Terminal
i Keyboard
- Bell
‘... Features
[=- Window
Appearance
. Behaviour
‘. Translation
Selection
- Colours
[= Connection
Data

Prouxy

- Telnet
- Rlogin
S55H
i Serial

About Help

Basic options f_or your P!J'I_I"l‘lsession

Specify the destination you want to connect to

Hast Name (or IP address) Paort
[163.180.116.60 | [s0
Connection type:

@ Raw () Telnet (O Rlogn (J55H (O Senial

Load, save or delete a stored session
Saved Sessions

Default _éeﬁngs Load

Save

Delete

Close window on exit:

() BMways () Never (8 Only on clean exit

Cancel
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ﬁ FUTTY Configuration ?
Category:
B- Sgssion i Basic options for your PUTTY session
: TE"" I_.Dglging Specify the destination you wart to connect to
B Tﬂl';:'bnard Host Mame {or [P sddress) Port
Al 163.180.116.60 | [20
- Features Connection type:
- Windaw () Telnet () Rlogin ()SSH () Senial
gp;ﬁea.rance Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
[+ Selection | |
- Colours 3 |
Default Settings
=+ Connection L
. Data S
. Telnet Delete i
- Rlogin
[#-55H
ot Cloze window on exit:
(O Mways  (JMever (@ Only on clean ext
o e
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GET / HTTP/1.1
HOST:163.180.116.60]
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8 puTTY Configuration 7 x
Categaony:
[E]- Session ' Basip options for your PuTTY session

| | ~loagng Specify the destination you want to connect to

— - Terminal 5 o
i b Meyboard y :
- Bel [163.180.116.113 1[5 |
Features Lonnection type:
&) Window O Tenet O Rlogin (SSH O Serid
I nppearance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
1- Selection [ .
|~ Colours (Dot Settings I
=] Connection
oo Save
- Provy
[ - Telnet Delets
[ - Rlogin
| @E-S5H
[ - Serial

Close window on exit:
(O fways (O Mever (@ Only on clean exit

= e Cance



