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Abstract. TCP has been designed and tuned as a reliable transfer protocol for
wired links. However, it incurs end-to-end performance degradation in wireless
environments where packet loss is very high. TCP HACK (Header Checksum
Option) is a novel mechanism proposed to improve original TCP in lossy links.
It presents an extension to TCP that enables TCP to distinguish packet corruption from congestion in lossy environments. TCP HACK performs well when
the sender receives the special ACKs correctly, but if many ACKs are also lost,
the efficient of TCP HACK will not be prominent. In this paper we present an
extension to TCP HACK, which can perform well even if the ACKs are severely corrupted. We use OPNET to simulate our proposal. The results have
shown that our proposal performs substantially better than TCP HACK when
corruptions occur on both data transmission path and acknowledgement path.

1 Introduction
Recent years, supporting Internet service over wireless network is a hot issue that
has attracted many researchers to develop enhancements. Many applications are built
on top of TCP, and will continue to be in the foreseeable future. So the performance
of TCP in wireless environments has received much attention in recent years. The
transmission control protocol (TCP) has been designed, improved and tuned to work
efficiently on wired networks where the packet loss is very small. Whenever a packet
is lost, it is reasonable to assume that congestion has occurred on the connection path.
Hence, TCP triggers congestion recovery algorithms when packet loss is detected.
These algorithms work reasonably well as the assumption on packet losses remains
valid in most situations. However, in the wireless Internet environment, the bit error
rate is much higher. As a result, the assumption that packet loss is (mainly) due to
congestion is no longer valid. And the original TCP cannot work well in a heterogeneous network with both wired and wireless links.
Many protocols have been proposed to improve the performance of TCP over
wireless links, but most of them need to use an intermediary node (such as base station) to modify TCP. So they cannot maintain an end-to-end TCP. TCP HACK
(Header Checksum Option) [12] is a true end-to-end protocol proposed to improve
the performance of TCP over lossy links. TCP HACK can work well when there are
M.H. Shafazand and A M. Tjoa (Eds.): EurAsia-ICT 2002, LNCS 2510, pp. 466−478, 2002.
 Springer-Verlag Berlin Heidelberg 2002

An Adaptive TCP Protocol for Lossy Mobile Environment

467

bursty errors on the data transmission path but no corruption on the acknowledgement
path.
In this paper, we propose an extended TCP HACK that can work well even when
there are much corruptions on the acknowledgement path.
The rest of this paper is organized as follows: Section 2 gives the problems of
original TCP over lossy links; In section 3, we introduce the existing proposed solutions, indicating their strengths and weaknesses; our extended TCP HACK is proposed in section 4; simulation comparisons and drawbacks of our protocol are also
presented. Concluding remarks are given in section 5.

2 Problems of TCP over Lossy Links
The original TCP detects missing ACKs via three duplicate acknowledgements or
time-outs. When high bit error rates occur, even if a single packet loss will be considered that congestions have happened, it just could not distinguish between the
congestion and packet loss. Then the TCP sender will trigger slow start mechanism: it
drops the congestion window down to 1, and first grows it by a factor of 2 each time
an ACK is received, until it reaches half of the threshold of the congestion window.
Fig.1-1 shows the process of slow-start mechanism after a packet loss is detected,
Fig.1-2 shows if we can distinguish the packet loss from congestion and immediately
retransmit the lost packet, the slow-start will be avoided. The comparison between
these two figures indicates that the wrong assumption drastically decreases the performance of TCP in the cases where bit error rates are high.

Fig. 1.1 Slow-start algorithm is triggered after packet loss in detected

Fig. 1.2 Avoiding to trigger slow-start when detected packet loss
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Fig. 2. TCP timing during slow-start

Fig.2. shows the TCP timing during slow start. S means the MSS (maximum size
segment) is S bits; RTT is the round-trip time (including the transmission time of the
packet) and R denotes the transmission rate of the link from the sender to the receiver.
So the idle time (approximate) of the sender in slow start stage is given by:
Idle time=P[RTT]-(2P-1)S/R
In which P=min {Q, K-1}, K is the number of windows that cover the object and
Q is the number of times the sender would stall. For details, please read [15].
If the slow-start scheme is not triggered, then the number of extra packets that can
be transferred is approximate given by [10]:
Extra Segments=W2/8+WlgW-5W/4+1;
W is the unACKed packets can be sent in a congestion window.
It should be noted that the upper two expressions are under the assumptions that no
corruptions in the traffic and ignoring all protocol header overheads.

3 Strengths and Drawbacks of Existing Solutions
Now the existing TCP implementation normally conforms to one of the four protocols: TCP Tahoe; TCP Reno; TCP NewReno and TCP SACK.
TCP Tahoe [3] is the original protocol that has Slow-Start, Congestion Avoidance,
and Fast Retransmit algorithms.
TCP Reno [3] introduces a fast recovery algorithm to TCP Tahoe. After the fast retransmission algorithm sends what appears to be the missing segment, the fast recovery algorithm sets the congestion window to a half of its current window, and invokes
congestion avoidance from a halved congestion window, not like TCP Tahoe that sets
the congestion window to the smallest value. The reason that doesn’t trigger the slowstart algorithm is because the receipt of the duplicate ACKs not only indicates that a
segment has been lost, but also that the receiver can still receive the segments.
TCP NewReno [20] improves Reno with a Partial Acknowledgment algorithm.
When TCP enters the Fast Recovery, it records the highest sequence number. If a new
acknowledgment arrives during the Fast Recovery but does not cover the highest
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sequence number, TCP evaluates it as a Partial Acknowledgment and anticipates that
more packets are lost.
TCP Tahoe, Reno, and NewReno will experience poor performance when multiple
packets are lost from one window of data. With the limited information, A TCP
sender can only learn about a single lost packet per round trip time.
TCP SACK [11], a Selective Acknowledgment mechanism, combined with a selective repeat retransmission policy, can help to overcome this limitation. The receiving TCP sends back SACK packets to the sender informing the sender of data that has
been received. The sender can then retransmit only the missing data segments. But
TCP SACK is still constrained by the tiny congestion window.
Recently, many protocols have been proposed to alleviate the poor end-to-end TCP
performance in the heterogeneous network environments. These mechanisms can be
mainly divided into two classes: one class needs to use Performance Enhancing Proxies (PEPs) [18]; the other class is end-to-end mechanisms that do not require TCPlevel awareness by intermediate nodes. The first class includes Indirect TCP (I-TCP),
Snoop TCP, New Snoop TCP, Mobile TCP (M-TCP), and Explicit bad-state notification (EBSN) etc; the second class includes TCP HACK etc.
In the following, we will describe the mechanisms of these proposals and see the
strengths and drawbacks of each solution.
I-TCP [5] suggests that any interaction from a mobile host (MH) to a host on the
fixed network (FH) should be split into two separate interactions - one between the
MH and the Base Station (BS) over the wireless medium and the other between the
BS and the FH over the fixed network. The data sent to MH is received, buffered and
ACKed by BS. It is then the responsibility of BS to deliver the data to MH. The BS
communicates with the MH on a separate connection using a variation of TCP that is
tuned for wireless links and is also aware of mobility. By using I-TCP it can achieve
better throughputs than standard TCP. But it does not preserve end-to-end semantics
of TCP because the BS partitions the TCP connection.
The Snoop protocol [6] introduces a module, called snoop agent, at the base station.
The agent monitors every packet that passes through the TCP connection in both
directions and maintains a cache of TCP packets sent across the link that has not yet
been acknowledged by the receiver. The snoop agent retransmits the lost packet if it
has cached and suppresses the duplicate acknowledgments (ACKs). The Snoop module performs extremely well in high BER environments and maintains end-to-end
TCP semantics. But it needs the intermediary (the Base Station) to do TCP modifications.
The New Snoop protocol [7] was proposed to overcome the shortcomings of
Snoop protocol. It uses a two-layer hierarchical cache scheme. The main idea is to
cache the unacknowledged packets at both Mobile Switch Center (MSC) and Base
Station (BS), thus forming a two-layer cache hierarchy. If a packet is lost due to
transmission errors in wireless link, the BS takes the responsibility to recover the loss.
If the loss/interruption is due to a handoff, the MSC performs the necessary recovery.
With this proposed hierarchical cache architecture, New Snoop protocol can effectively handle the packet losses caused by both handoffs and link impairments. But
both Snoop protocol and New Snoop protocol need the intermediary (Such as a Base
Station) to do TCP modifications and New Snoop even needs the MSC’s participation .
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The M-TCP [8] has the same goals as I-TCP and snoop TCP: to prevent the sender
window from shrinking if bit errors or disconnection but not congestion cause current
problems. M-TCP wants to improve overall throughput, to lower the delay, to maintain end-to-end semantics of TCP, and to provide a more efficient handover. It splits
the TCP connection into two parts as I-TCP does. An unmodified TCP is used on the
standard FH-BS connection, while an optimized TCP is used on the BS-MH connection. The BS monitors all packets sent to the MH and ACKs returned from the MH.
And it retains the last ACK. If the BS does not receive an ACK for some time, it
assumes that the MH is disconnected. It then shut down the TCP sender’s window by
sending the last ACK with a window set to zero. Thus, the TCP sender will go into
persist mode. The M-TCP approach does not perform caching/retransmission of data
via the BS. If a packet is lost on the wireless link, it has to be retransmitted by the
original sender. This maintains the TCP end-to-end semantics. But it still requires a
substantial base station involvement.
An explicit bad-state notification (EBSN) scheme [9] does not split the connection
in two connections, it uses two types of acknowledgments: one is a partial acknowledgment informing the sender that the packet had been received by the base station
and the other is a complete acknowledgment which has the same semantics as the
normal TCP acknowledgment, i.e. the receiver (MH) received the packet. So it can
distinguish the losses on the wired portion from the losses on the wireless link. Now
the base station is responsible for retransmissions on the wireless link, while it delays
timeout at the sender by sending a partial acknowledgement. This idea is that these
explicit notifications prevent the sender from dropping congestion window. It also
requires an intermediate node to modify TCP.
TCP HACK (Header Checksum Option) [12] is a solution based on the premise
that when packet corruption occurs, it is more likely that the packet corruption occurs
in the data and not the header portion of the packet. This is because the data portion
of a packet is usually much larger than the header portion for many applications over
typical MTUs. It introduced two TCP options: the first option is for data packets and
contains the 1's-complement 16-bit checksum of the TCP header (and pseudo-IP
header) while the second is for ACKs and contains the sequence number of the TCP
segment that was corrupted. These “special” ACKs do not indicate congestion in the
network. Hence, the TCP sender does not halve its congestion window if it receives
multiple “special” ACKs with the same value in the ACK field. With this scheme,
TCP is able to recover these uncorrupted headers and thus determine that packet corruption and not congestion has taken place in the network. TCP HACK performs
substantially better than both TCP SACK and NewReno in cases where burst corruptions are frequent.
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4 Our Proposed Solution: Extended TCP HACK

4.1 Requirements for Enhancing the Performance of TCP
Our goal in developing a new TCP protocol is to provide a general solution to the
problem of improving TCP’s efficiency for lossy links. Specifically, we want to design a protocol that has the following characteristics:
:

+V UJQWNF RTGUGTXG GPF-VQ-GPF 6%2 UGOCPVKEU. +-6%2 CPF ©$50 CTG PQV GPFVQ-GPF-UGOCPVKEU. 5Q, KH C UGPFGT TGEGKXGU CP CEMPQYNGFIGOGPV, KV CUUWOGU
VJCV VJG TGEGKXGT IQV VJG RCEMGV. 4GEGKXKPI CP CEMPQYNGFIGOGPV PQY QPN[
OGCPU (HQT VJG OQDKNG JQUV CPF C EQTTGURQPFGPV JQUV) VJCV VJG HQTGKIP
CIGPV TGEGKXGF VJG RCEMGV. 6JG EQTTGURQPFGPV PQFG FQGU PQV MPQY CP[VJKPI CDQWV VJG RCTVKVKQPKPI. 6JWU C ETCUJKPI CEEGUU PQFG OC[ CNUQ ETCUJ
CRRNKECVKQPU TWPPKPI QP VJG EQTTGURQPFGPV PQFG CUUWOKPI TGNKCDNG GPF-VQGPF FGNKXGT[.

:

+V UJQWNF PQV TGSWKTG VJG KPVGTOGFKCVG PQFG VQ FQ 6%2 OQFKHKECVKQPU. +-6%2,
5PQQR, 0GY 5PQQR, /-6%2 CPF ©$50 CNN PGGF VJG KPVGTOGFKCVG PQFG VQ
FQ 6%2 OQFKHKECVKQPU. 5Q VJG KPVGTOGFKCT[ YKNN DGEQOG VJG DQVVNGPGEM CPF
CFF VJG VJKTF RQKPV QH HCKNWTG DGUKFGU VJG GPFRQKPVU VJGOUGNXGU.

:

+V ECP JCPFNG GPET[RVGF VTCHHKE. #U PGVYQTM UGEWTKV[ KU VCMGP OQTG CPF
OQTG UGTKQWUN[, GPET[RVKQP KU NKMGN[ VQ DG CFQRVGF XGT[ YKFGN[. ÿKPCNN[, CNN
GHHQTVU HQT UPQQRKPI CPF DWHHGTKPI FCVC KP VJG KPVGTOGFKCVG PQFGU OC[ DG
WUGNGUU KH EGTVCKP GPET[RVKQP UEJGOGU CTG CRRNKGF GPF-VQ-GPF DGVYGGP VJG
EQTTGURQPFGPV JQUV CPF OQDKNG JQUV. 7UKPI +2 GPECRUWNCVKQP UGEWTKV[ RC[NQCF VJG 6%2 RTQVQEQN JGCFGT YKNN DG GPET[RVGF, UQ VJCV VJG KPVGTOGFKCVG
PQFGU OC[ PQV GXGP MPQY VJCV VJG VTCHHKE DGKPI ECTTKGF KP VJG RC[NQCF KU
6%2. ÿWTVJGTOQTG, TGVTCPUOKVVKPI FCVC HTQO VJG HQTGKIP CIGPV OC[ PQV
YQTM CP[ NQPIGT DGECWUG OCP[ UGEWTKV[ UEJGOGU RTGXGPV TGRNC[ CVVCEMU
CPF TGVTCPUOKVVKPI FCVC HTQO VJG HQTGKIP CIGPV OC[ DG OKUKPVGTRTGVGF CU
TGRNC[. ©PET[RVKPI GPF-VQ-GPF KU VJG YC[ OCP[ CRRNKECVKQPU IQ. 6JGTGHQTG,
KV KU PQV ENGCT JQY VJGUG UEJGOGU (+-6%2, 5PQQR, 0GY 5PQQR, /-6%2 CPF
©$50) EQWNF DG WUGF KP VJG HWVWTG.

:

+V FQGUP•V PGGF C U[OOGVTKE TQWVKPI. 6JG RTQVQEQNU VJCV PGGF VQ OQFKH[
6%2 KP CP KPVGTOGFKCVG PQFG WUWCNN[ TGSWKTG VJCV VTCHHKE VQ CPF HTQO VJG
GPF OQDKNG JQUV KU TQWVGF VJTQWIJ VJG UCOG KPVGTOGFKCVG PQFG. $WV KP
UQOG PGVYQTMU, FCVC CPF #%þU ECP VCMG FKHHGTGPV RCVJU, UQ VJGUG UEJGOGU
DCUGF QP KPVGTOGFKCT[ KPXQNXGOGPV ECPPQV DG CEEQORNKUJGF CPF OC[ TGUWNV KP PQP-QRVKOCN TQWVKPI.

:

+V ECP JCPFNG JKIJ $©4. +-6%2, /-6%2, 5PQQR, 0GY 5PQQR, CPF 6%2
*#%þ CNN ECP JCPFNG JKIJ $©4.
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From the analysis above we can get a conclusion that the existing mechanisms that
need the PEPs have many drawbacks. The adoption of these protocols in the future
should be considered. So we pay attention to the TCP HACK protocol. We think it is
a novel mechanism to improve the TCP over lossy links; we do some modification to
TCP HACK to make it more efficient. The modified TCP HACK is called Extended
TCP HACK.
4.2 Our Proposal: Extended TCP HACK
In TCP HACK, when the receiver receives a corrupted packet whose header is not
corrupted, it recovers the packet sequence number from the header and sends a special ACK packet including that sequence. If the return path is lossless, the TCP
sender can get the information in time. But since the return path carrying ACKs and
special ACKs is not lossless, the special ACK conveying the information that the
packet was corrupted might be lost, now what the sender could do is waiting for the
timeout.
The idea of our extended TCP HACK comes from the structure of TCP SACK. In
SACK, the SACK option is defined to include more than one SACK block in a single
packet. The redundant blocks in the SACK option packet increase the robustness of
SACK delivery in the presence of lost ACKs. So we try to send more than one sequence number in one special ACK packet. We add a buffer in the TCP receiver (here
we call it s_buffer). Then we save all the recovered sequence numbers into the
s_buffer. These sequence numbers have been recovered from those packets whose
data are corrupted but the sequence numbers in headers can be recovered (these packets have been transmitted in the same window). Then in the HACK special ACK
option, we acknowledge all these sequence numbers saved in the s_buffer. So if the
last special ACK is lost, the sender can get the sequence number from the next special
ACK and retransmit the corrupted packet. It should be mentioned that sequence numbers in the s_buffer would be cleared if the corresponding retransmitted packets have
been received correctly or the timers expire.
In TCP HACK, it introduced two options: one is Header Checksum option; the
other is the Header Checksum ACK option. In our proposal, we don’t make any
change in the first option (see Fig.3.), but the second option has been extended (see
Fig.4.). The packet length of the special ACK is variable and the sequence number in
the option can be more than one.
Kind=14

Length=4

1’s complement checksum of TCP header
and pseudo-IP header

Fig. 3. TCP Header Checksum option
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Length: Variable

1st 32-bit sequence number of corrupted segment to resend
…
The nth 32-bit sequence number of corrupted segment to resend
Fig. 4. Extended TCP header Checksum ACK option

The nth 32-bit sequence number means that now there are n sequence numbers in
the s_buffer. When the receiver recovers first sequence number, it writes it into the
s_buffer and sends a special ACK contains the 1st sequence number; when the receiver recovers the second sequence number, it writes it into the s_buffer and sends
another special ACK contains the 1st and the 2nd sequence numbers, and so on.
Like the TCP HACK, with our proposed extended TCP HACK, we should also do
modifications to the TCP sender, receiver and the ACK processing algorithms, but
there are some differences from the TCP HACK. In the following, we will explain in
details.
4.2.1 Modification to TCP Sender
When a segment is sent, the TCP sender first checks if there is header checksum
option enabled. If there is not, it will continue as normal; otherwise, it calculates the
header checksum of that segment and places it into the header checksum option and
then continues as normal TCP. This modification is same with TCP HACK.
when sending out
segment

Header checksum
checksum
Header
option enabled?
enabled?
option

No Continue
Continue
asasper
normal
normal TCP
normal

Yes
Calculateheader
header
checksum
of segment
1) Calculate
checksum
of segment
the header
2 place
Continue
as perchecksum
normal into the header
2)
checksum option
3) Continue
as normal TCP
Modifications
to the TCP sender
Fig. 5. Modification to TCP sender when sending a packet
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4.2.2 Modification to TCP Receiver
When the TCP receiver receives a packet, first it checks the integrity of the packet
using the standard checksum, if there is no error, then it works as normal TCP. If the
packet is corrupted, then it will use the header checksum to check if the header portion has been corrupted. If the header portion is also corrupted, then the packet will
be discarded, otherwise, the modified extended TCP does following:
1) Recover the sequence number form the packet header;
2) Save the sequence number into the s_buffer
3) Send a “special” ACK (option 16) to the sender. Its option contains all the sequence numbers that have been saved in the s_buffer. So the TCP sender can
distinguish that this special ACK was generated because of packet corruption.
And with these recovered sequence numbers, the TCP sender can selectively retransmit these corrupted packets.
when receivng a data
segment
TCP segment
corrupted?

No

Continue as normal

Yes
Header portion
corrupted?

Yes

Discard Packet

No
1) Recover sequence number of corrupted segment from header.
2) Save this sequence number in the s_buffer
3) Generate special ACK containing all the sequence numbers in the
Modifications to the TCP
receiver
s_buffer.

Fig. 6. Modification to TCP receiver when receiving a packet

4.2.3 Modification to the ACK processing
When the TCP sender receives an ACK, first it checks if there is a HACK option
(option 15) or an extended HACK option (option 16). If the received ACK is not a
special ACK, the TCP sender will perform as normal TCP; otherwise, if it’s a special
ACK with option 15, TCP sender will work as TCP HACK, if the option kind is 16,
the TCP sender does as follows:
1) Extract all the sequence numbers from the option of the special ACK
2) Retransmit Selectively these packets,
3) Discard the special ACK without further processing
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ACK segment
received
Is this a special

ACK(with
option 15 or 16)?

No

Continue as normal

Yes

Is this ACK with
option16?

No

Continue as TCP HACK

Yes
1) Extract sequence numbers from the ACK option
2) Selectively retransmit these segments
3) ACK is discarded without further processing
Fig. 7. Modification to the ACK processing

It should be mentioned that our extended TCP HACK could work together with
normal TCP and TCP HACK. We implement the TCP HACK and extended TCP
HACK with the original TCP. The user can choose to use any of them according to
the transmission conditions.
4.3 Drawbacks of Our Proposal
There is one problem should be considered by using our proposed extended TCP
HACK: the software overload. Using extended TCP HACK, more complex software
will be on the sender and receiver sides, but while memory sizes and CPU performance permanently increase, the bandwidth of the air interface remains almost the same.
Therefore the higher complexity is no real disadvantage any longer as it was in the
early days of TCP.
4.4 Performance Evaluation
We carried our experiments by using OPNET modeler 8.0. The simulation model
is shown as Fig.8. We ran our experiments by sending bulk data from the server to
the client. The connect link between the server and client is a wired link but has been
configured by different error bit rates to simulate the lossy wireless link. The link rate
is set to 10M to simulate a wireless LAN and in order to avoid the congestion. The
s_buffer is set to infinite not to be a limiting factor.

476

C.S. Hong, Y. Niu, and J.-J. Lee

2%~15% packet loss was considered. The burst packets length is configured to 3
packets.
We also disabled the link layer CRC as TCP HACK did. So the corrupted TCP
packet can arrive to the TCP stack.
We run experiments in two situations, one is corruption only on one direction and
the other is corruption on both directions.

wireless link

Server

Client

Fig. 8. Simulation model

4.4.1 Corruptions on One Direction
First, we run experiments in the condition that errors are only on the forward path;
packets on the reverse path (the ACK packets) are not corrupted. Fig.9. shows the
throughput for various packet loss rates. The result shows that TCP HACK and our
extended TCP HACK all work better than the original TCP. When the packet loss
rate is very high (more than 10%), the original TCP almost cannot receive correct
packets, but using TCP HACK or extended TCP HACK, the receiver can still receive
the packets
throughput(packets/s)
Original TCP

60

TCP HACK
Extended TCP Hack

50
40
30
20
10
0

2

5

10

15

Percentage Packet Loss(%)

Fig. 9. Throughput for various packet loss rates when corruption on one direction
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4.4.2 Corruptions on Both Directions
Next, we run experiments in the condition where corruptions on both directions
(forward and reverse path). The acknowledgement packets have the same error rate as
the data packets. From Fig.10 we can see that our extended TCP HACK performs
much better in this condition. Because when there are many corruptions on the ACK
path, the special ACKs in TCP HACK can’t arrive at the sender, so the TCP HACK
sender cannot get the loss information and cannot retransmit the corrupted packets.
throughput(packets/s)
Original TCP

60

TCP HACK
Extended TCP HACK

50
40
30
20
10
0

2

5

10

15

Percentage Packet Loss(%)

Fig. 10. Throughput for various packet loss rates when corruption on both directions

5 Conclusions and Future Works
In this paper, we analyzed the problems of original TCP over lossy links. Then we
summarized the existing protocols, indicating their strengths and weaknesses. TCP
HACK is one of these protocols, which has been proposed to improve original TCP
over lossy links. We think that TCP HACK can be adopted in the future. But it has
some drawbacks. So we proposed an extension to TCP HACK. Our proposal can
enhance the TCP HACK in the situation where not only the data on the forward data
are corrupted much, but also the ACKs on the inverse path susceptible to packet corruption.
Simulations have been done to test our extended TCP HACK protocol by using
OPNET modeler 8.0. The results proved that our proposed protocol performs much
better than original TCP in the cases that corruptions are big. In addition, the extended TCP HACK can improve the TCP HACK in the condition where packet loss
not only on the forward path but also on the inverse path.

478

C.S. Hong, Y. Niu, and J.-J. Lee

Works are being done to test the effectiveness of our proposal in situations where
congestion, corruptions occur at the same time.
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