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Abstract. The convenience of IEEE 802.15.4 (Low-rate Wireless Personal Area Network) based wireless access network will lead to widespread deployment in the evolutionary computing and adaptive systems.
However, this use is predicated on an implicit assumption of conﬁdentiality and availability. In this environment, malicious device may obtain
an unfair share of the channel bandwidth. For example, IEEE 802.15.4
requires nodes competing for getting access to the channel to wait for a
’backoﬀ’ interval, randomly selected from a speciﬁed range, before initiating a transmission. Malicious devices may wait for smaller ’backoﬀ’ intervals than well-behaved devices, thereby obtaining an unfair advantage.
Such misbehavior can seriously degrade the throughput of well-behaved
devices. In this paper, we proposed an intelligent coordinator, a modiﬁcation to IEEE 802.15.4 speciﬁcation to simplify the prevention of such
malicious devices. Proposed coordinator is able to ascertain whether to
apply PTP (Priority Time Period). Simulation results indicate that our
prevention mechanism is successful in handling MAC layer misbehavior.
We plan to foster our solution in the evolutionary computing systems
through further development.

1

Introduction

The growing importance of small and cheap wireless devices demands a common platform so that the device can communicate with each other. The IEEE
802.15.4 (Low-Rate WPAN) describes wireless and media access protocols for
personal area networking devices. This standard speciﬁes the physical (PHY)
layer and Medium access control (MAC) sub-layer of a low cost, low power consumption and ad hoc wireless network. The MAC layer provides services that
higher layers can use to access the physical radio. MAC layer protocols provide
a means for reliable, single-hop communication links between devices [1][5][6].
This speciﬁcation is meant to support a variety of applications, many of which
are security sensitive. Wireless Medium Access Control (MAC) protocols such
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as IEEE 802.15.4 and IEEE 802.11 use distributed contention resolution mechanisms for sharing the wireless channel. The contention resolution is typically
based on cooperative mechanisms (e.g., random backoﬀ before transmission)
that ensure a reasonably fair share of the channel for all the participating nodes.
In this environment, some malicious devices in the network may misbehave by
failing to adhere to the network protocols, with the intent of obtaining an unfair share of the channel. The presence of malicious devices that deviate from
the contention resolution protocol can reduce the throughput share received by
conforming devices. A misbehaving node may obtain more than its fair share of
the bandwidth by
• Selecting backoﬀ values from a diﬀerent distribution with smaller average
backoﬀ value (e.g., by selecting backoﬀ values from range [0, CW
4 ] instead of
[0, CW ], where CW (ContentionW indow) is variable maintained by each
node.
• Using a diﬀerent retransmission strategy that does not double the CW value
after collision.
Such malicious misbehavior can seriously degrade the throughput of well-behaved
devices [2][3]. In this paper, we propose modiﬁcation to IEEE 802.15.4, for simplifying the prevention of such misbehaving devices. This paper is organized
as follows. Section 2 includes characters of IEEE 802.15.4 MAC speciﬁcation
for channel access. Section 3 describes the proposed mechanism for prevention
against attacks. Also, we describe how to implement the proposed mechanism
with the existing IEEE 802.15.4 protocol. We can use reserved bits in the frame
without violating the IEEE 802.15.4 MAC frame format. This means the proposed mechanism does not modify the frame structure and is compatible with
legacy devices. Performance results of proposed mechanism are presented in section 4. Finally, we give some concluding remarks.

2

Media Access of IEEE 802.15.4

In this section we explain some deﬁned functions of IEEE 802.15.4 MAC speciﬁcation for channel access. In this speciﬁcation, the device uses CSMA-CA for resolving contention among multiple nodes accessing the channel. A device (sender)
with data to transmit on the channel selects a random backoﬀ value from range
[0, 2BE -1]. BE is the backoﬀ exponent, which is related to how many backoﬀ periods a device shall wait before attempting to assess a channel. Each time device
wishes to transmit data frames during the CAP (Contention Access Period), it
shall locate the boundary of the next backoﬀ slot and then wait for a random
number of backoﬀ slots. If the channel is busy, following this random backoﬀ,
the device shall wait for another random number of backoﬀ slots before trying
to access the channel again. If the channel is idle, the device can transmit on the
next available backoﬀ slot boundary. Acknowledgment and beacon frames shall
be sent without using a CSMA-CA mechanism [1]. Also, the MAC sub-layer
needs a ﬁnite amount of time to process data received by the PHY. To allow
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this, transmitted frames shall be followed by an IFS period; if the transmission
requires an acknowledgment, the IFS shall follow the acknowledgment frame
[1][8]. These concepts are illustrated in Figure 1. The IEEE 802.11 speciﬁcation
uses four diﬀerent interframe spaces. Varying interframe spacings create diﬀerent priority levels for diﬀerent type of traﬃc. The logic behind this is simple:
high-priority traﬃc doesn’t have to wait as long after the medium has become
idle. Therefore, if there is any high-priority traﬃc waiting, it grabs the network
before low-priority frames have a chance to try. To assist with interoperability
between diﬀerent data rates, the interframe space is a ﬁxed amount of time,
independent of the transmission speed [8][9].

3

Media Access Mechanism Using Priority Time Period

The proposed mechanism is designed to require minimal modiﬁcations to IEEE
802.15.4 MAC speciﬁcation. As mentioned above, a malicious device selects backoﬀ values from a diﬀerent distribution with smaller average backoﬀ value, than
the distribution speciﬁed by standard (e.g., by selecting backoﬀ values from [0,
2BE −1
], instead of [0, 2BE -1]). Such misbehavior of malicious device can seri3
ously degrade the performance of well-behaved devices. Also well-behaved devices should consume the energy to acquire channel. The proposed mechanism
is designed to prevent misbehavior of malicious device using the PTP (Priority
Time Period) which is decided by coordinator. If well-behaved device repeatedly
can’t access the channel, device uses the PTP to transmit the frame; this frame
should be authenticated by coordinator. The start of PTP (Priority Time Period) can locate in IFS (Interframe Space) as shown in Figure 2. The timestart
is the time to start PTP after acknowledgment frame and the length is the
maintenance duration of PTP; both timestart and length are decided by coordinator. The coordinator transmits these values to well-behaved devices using
the encryption algorithm to protect these values. Key management between coordinator and devices may be provided by the higher layer, but are out of scope
of this paper. Generally well-behaved device uses the CSMA-CA algorithm to
acquire the channel. If the value of NB is more than 3, the device can use the
PTP. In IEEE 802.15.4 speciﬁcation, NB is the number of times the CSMA-CA
algorithm was required to backoﬀ while attempting the current transmission;
this value shall be initialized to 0 before each new transmission attempt and the
maximum value is 6. At ﬁrst, the coordinator decides whether apply the PTP
as shown in Figure 3. Priority Time Period is 1 bit in length and shall be set to
1 if coordinator applys the PTP. Otherwise, Priority Time Period subﬁeld shall
be set to 0.
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Fig. 4. Encrypted information to use PTP

As shown in Figure 4, The accurate information to use PTP (the timestart
and the length) are encrypted by shared key between coordinator and wellbehaved devices. These values are included in beacon payload ﬁeld.
• encrypted beacon payload: Ekey {timestart ,length}
A malicious device can’t know these values, because it has not shared key. Beacon
enabled network use a slotted CSMA-CA channel access mechanism, where the
backoﬀ slots are aligned with the start of the beacon transmission. Each time
a device wishes to transmit data frames during the CAP, it shall locate the
boundary of the next backoﬀ slot and then wait for a random number of backoﬀ
slots. If the channel is busy, following this random backoﬀ, the device shall wait
for another number of backoﬀ slots before trying to access the channel again. If
the value of NB is more than to 3, the device can use the PTP. As mentioned
above, NB is the number of times the CSMA-CA algorithm was required to
backoﬀ while attempting the current transmission. Also, the device includes hash
value for authentication as shown in Figure 5. The coordinator can authenticate
using this hash value whether the device is well-behaved or not. If malicious
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device is detected, the coordinator can disconnect with that device. Figure 6
shows an entire process between coordinator and device.

4

Performance Analysis

In this section, simulation results are presented to demonstrate the eﬀectiveness
of the proposed mechanism. The performance metrics we use include ’Delivery
Ratio of data frames of well-behaved devices’, which is the ratio of well-behaved
device’s frame throughput over their sending rate. All the simulation results are
based on a modiﬁed version of ns-2 network simulator. The traﬃc sources are
chosen to be constant bit rate (CBR) source using packet-size of 20 bytes. Figure
7(a) shows the delivery ratio of well-behaved devices depending on the backoﬀ
range ratio of malicious device (for example, if malicious device select backoﬀ
BE
value from [0, 2 4 −1 ], backoﬀ range ratio is 0.25).
Also, Figure 7(b) shows the delivery ratio of well-behaved devices depending
on the number of devices. The simulation results demonstrate that severe contention among frames of devices will cause signiﬁcant performance degradation
without PTP (Priority Time Period).
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(b) Delivery ratio vs. number of devices

Fig. 7. Delivery Ratio Performance Comparison

5

Conclusion and Future Works

Preventing MAC layer misbehavior is an important requirement in ensuring a
reasonable throughput share for well-behaved nodes in the presence of misbehaving devices. In this paper, we have presented modiﬁcation of IEEE 802.15.4 MAC
protocol to use PTP. Also, we have described how to implement the proposed
mechanism with the existing IEEE 802.15.4 protocol. We can use reserved bits in
the frame without violating the IEEE 802.15.4 MAC frame format. Simulation
results indicate that our prevention mechanism is successful in handling MAC
layer misbehavior. We plan to foster our solution in the evolutionary computing
systems through further development.
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