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Abstract
Denial-of-Service (DOS) attacks are serious threats in wireless
networks. The most effective and easiest DOS attack is radio
jamming which simply blocks the channels with radio signals and
forge packets. It is difficult to mitigate this kind of attacks since
the attacker’s ultimate aim is to degrade the performance of the
network, not to utilize it. But we can mitigate it by simply
avoiding the attack. In this paper, we propose a multi-channel
MAC protocol to mitigate the jamming attacks. It is reactive
autonomous channel switching mechanism. Therefore, channel
switching occurs only when jamming is detected on the currently
used channel. Our protocol also follows the 802.11 principle and
it can be used in hostile environment.

1. INTRODUCTION
In wireless network, radio jamming attacks are difficult to
prevent and protect against. Attackers need no or basic
knowledge of MAC and PHY layers to launch radio jamming
attacks. The adversaries can simply transmit radio signals or
forge packets to disturb the transmissions of legitimate users
which lead to denial of service (DOS). We can detect this kind
of jamming attacks [1] [2] [3] but it is impossible to penalize
the attackers who intend in DOS only. The best way to
mitigate radio jamming is simply avoiding the attacks.
In this paper, we propose a multi-channel MAC protocol
that can mitigate the jamming attacks and it based on the
802.11 DCF. The proposed protocol will follow the existing
classic 802.11 principles if there is no jammer in their
transmission ranges. When the jamming attack is detected, a
node, sender or receiver, will select an un-jammed channel
and migrate to it. The other node will switch and find that
selected channel. The channel switching mechanisms for each
node are independent. But according to our proposed
mechanism, two nodes will rendezvous at an un-jammed
channel after performing the channel switching mechanism.
2 .1 Motivation
Many multi-channel schemes for thwarting the jamming
attacks have been proposed [4] [5] [6] [7]. But most of the
multi-channel MAC protocols use a control (common)
channel that can be used for channel selection and negotiation
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[5]. So, the attackers can simply target the control (common)
channel and no potential data communication will be
successful in other channels.
Moreover, the channel hopping sequence used by
legitimate communication is pre-defined by a pseudo-random
sequence with assumption that all legitimate nodes are reliable
and the sequence is not known to the jammers [6] [8] [7]. So,
it is efficient till the pseudo-random sequence remains secret.
If one or two of legitimate nodes compromise with the
attackers, the sequence will be useless and the attackers can
attack the network with the lowest power consumptions. In
our proposed protocol, we tried to overcome these two
vulnerabilities. There is no control channel and no channel is
predefined for the potential transmissions. When jamming
attack is detected, the legitimate devices simply migrate to an
un-jammed channel and continue the transmission till next
jamming attack is detected on that channel.
On the other hand, IEEE 802.11 standard already has
multiple channels available for use. IEEE 802.11b physical
layer (PHY) has 14 channels, 5MHz apart in frequency .But to
be totally non-overlapping and thus feasible for use in the
same region, the frequency spacing must be at least 30MHz.
So channels 1, 6 and 11 are typically used for communication
in current implementations, and thus we have 3 channels
available for use. IEEE 802.11a provides 12 channels, 8 in the
low part of the band for indoor use and 4 in the upper part for
outdoor use [12].
2.2 Related Work
In [7], channel hopping technique was studies in 802.11
networks. Jamming detection for sensor networks was studied
in [9], and they use channel’s utility to detect jamming, and
their studies was focus on the issue of mapping the jamming
area. The authors of [1] introduced four kinds of jammers:
constant jammer, deceptive jammer, random jammer and
reactive jammer, and their impacts. They also proposed two
solutions, channel surfing and spatial retreats [6]. Channel
surfing involves valid participants changing the channel they
are communicating on when a denial of service is occur.
Spatial retreats involve legitimates network devices moving
away from the adversary. In [2], they explored two different
approaches to channel surfing: coordinated channel switching,
in which the entire sensor network adjusts its channel; and
spectral multiplexing, in which nodes in a jammed regions

switch channels and nodes on the boundary of a jamming
region act as radio relays between different spectral zones.
The problems of jamming detection were also studied in [10]
[11].
The authors of [5] addressed the problem of control
channel jamming attack in multi-channel networks. They used
more than one control channels to mitigate the attacks. They
also described the impacts of the jamming attacks. It showed
that the network can be partitioned by the jammers and
sometime it is forced to route through specific path as shown
in Figure 1. It is very difficult to reconstruct the network when
it is partitioned if single channel is used. Furthermore no
communication will be successful in jamming area as long as
the jammers are present. The spatial retreat might not be used
efficiently in this saturation.

(a)

The sender sends RTS and the receiver replies CTS. And the
sender sends Data packet and the communication will be
successfully terminated by sending back the ACK. If there is
no data to send, the nodes exchange the preambles
periodically. This operation will be performed repeatedly till
the jamming attack occurs. When the jamming attack is
detected, both sender and receiver will move to un-jammed
channel and continue the operation.
3.1. Problem Statement
The attacker might be in the transmission ranges of both
sender and receiver or it may target only one node, receiver or
sender. Figure 3 (a) shows that the attacker, J, transmits radio
signals in order to interference communication between S and
R. In this case, both S and R are in the transmission range of
jammer. So, both nodes can detect the attack and they can
move to other channel simultaneously. But in Figure 3 (b), the
attacker (J) targets to the receiver (R) and the sender (S)
cannot detect the jamming of J. When R detects the
interference from J, it will simply avoid the attack and move
to un-jammed channel. But S does not know that R is on the
other channel because it cannot detect the jamming from J
when R detects. Synchronization will be problem in this case.
In our protocol, we do not force the sender and receiver to
switch the channel at the same time. The nodes can switch the
channel independently.

(b)

Fig. 1: (a) the jammers partitions the network into two parts
(b) the adversary forces all traffics to pass through the link
(A, B)
(a)
3. The Proposed Multi-channel Protocol
In our scheme, two communication host, transmitter and
receiver, periodically exchange the preambles to make sure
the present channel can be used for data transmission. When
the sender wants to send data packets, it will simply follow the
classic 802.11 principle as shown in Figure 2.

Fig. 2: Normal operation before the jamming attack is
detected

(b)

Fig. 3: (a) jammer (J) transmits the radio signal in order to
interfere the communication between sender (S) and receiver
(R), (b) attacker only targets to receiver (R)

3.2. Channel Switching Mechanism
We classify the nodes into two groups: channel selector
and sweeper. The main duty of channel selector is to select the
channel and wait the sweeper after migrating to the new
channel. The sweeper has to switch and find the channel
which the selector is present.
When jamming attack is detected, the selector will select
an un-jammed channel from its channel list and migrate to it
(channel selection and jamming detecting mechanisms will be
presented in 3.3). The selector will stay on the selected
channel and wait for the sweeper with definite time interval
TW. TW is the total time for the selector to stay on one channel
and it can be calculated as:

TW = (N-1) TS + (N-2) β

(1)

In this case, N denotes total number of channels and β is
channel switching time. TS refer the maximum time that the
sweeper spends on one channel. TS can be defined as:
TS = 2 (TP + SIFS + ∂)

(2)

TP denotes the preamble transmission time and ∂ is the
propagation delay.
The sweeper will also migrate to one of the un-jammed
channel after jamming attack is detected. And it will switch
one channel after another except the previous channel which is
being jammed and find the channel which is selected by the
selector. After migrating to an un-jammed channel, the
sweeper broadcasts the preamble after SIFS and waits for the
preamble (ACK) from the selector. After broadcasting
preamble, the sweeper waits specific time interval which is
equal to TO (TO = TS – (TP + SIFS)) and if it does not receive
the preamble (ACK) within the specific time, it will determine
that the selector is not present on this channel. So, the sweeper
will switch to another un-jammed channel, broadcast the
preamble again and wait preamble (ACK) and so on. This
operation will be routine till the selector is found on one
channel. Figure 4 is shown as an example of channel
switching mechanism.

Fig. 4: S switches and finds the channel which R is present

In Figure 4, the receiver (R) is the selector and sender (S)
stands for the sweeper. Before any jamming attack is detected,
the communication nodes use the channel 1 and operate as
shown in Figure (2). After detecting the jamming attack, the
receiver (selector) moves to the channel 4 and waits TW time
for the sender (sweeper).
The sender (sweeper) shall also switches to an un-jammed
channel, channel 2, after detecting jamming attack at present
channel. The sender checks if selector is present in this
channel by sending preamble. In this case, if the sender does
not receive preamble (ACK) at channel 2 within timeout TO
and it will move to channel 3 to find the receiver and so on.
When the sender reaches to channel 4, it transmits preamble as
usual. The receiver replies preamble (ACK) after getting
preamble from sender and the sender determines that this
channel is the one which the receiver is present. Finally the
sender and receiver rendezvous at channel 4. Both nodes are

going to use the channel 4 for potential communication till the
next jamming attack is detected.
Two nodes might not switch channel at the same time.
When only one node, sender or receiver, is being jammed, the
jamming attack might not be detected by both nodes
simultaneously as shown in Figure 3 (b). And the available
channels for each node might not be the same. For example, a
channel which is selected by receiver (selector) might not be
available for the sender (sweeper) because it might currently
be jammed by another jammer. So, the selector will also
migrate next channel if it dose not receive any preamble after
waiting a definite time interval (TW) at one channel.
In Figure 5, the receiver switches to channel 4 after the
jamming attack is detected. But the sender leaves the jammed
channel one or two time slots lately and the channel 4 might
not be available for sender, so it switches only channel 2 and 3
and the receiver will receive no preamble in its first time slot.
So, after waiting a TW, the receiver moves to another unjammed channel, channel 3, and waits again. The sender will
be routine its function till the receiver is found. So, the sender
and receiver will rendezvous at channel 3 if it is available for
both nodes although they switched the channels independently.

Fig. 5: The sender and receiver rendezvous at channel 3
although the channel selecting and switching time are
different.

3.3. Jamming Detection and Channel Selection
We assume that the environment is hostile and the
attacker might appear anytime. So, the legitimate nodes
periodically exchange the preambles and each node senses the
carrier on all channels and maintains the channel list
according to the power it senses. The channel with lowest
power level will be top of the list and the nodes will switch
one channel after another according to their own channel list.
Thought this does not guarantee that all channel lists can be
the same. But it is likely to be the same at that location and it
serves high probability to meet two nodes at the same channel
within short period.
When the preamble absence occurs, node will monitor the
time spent sensing the channel [3], and if it senses high power
level within that time, it will determine that the channel is
being jammed and moves to un-jammed channel immediately,
because high power level should correspond to high
throughput. Otherwise it will stay on the same channel and

waits for next preamble. But it does not guarantee that the
jamming signal will last long enough to be sensed by the
nodes. Therefore we also suggest defining the PDR threshold
which can be determined by calculating the number of
preambles received at each node. As soon as the PDR of
preamble is below the threshold, the node will leave the
present channel although it did not sense high power level.
The attacker might be reactive and only targets to data
communications. It overhears the RTC/CTS packets and
estimates when the data packet will be transmitted. So, it
transmits radio signals while the data packet is being sent. It
results the collision and the data packet will be lost. So, after
transmitting CTS, the receiver computes a timeout, while it is
expecting a data packet from the transmitter [12]. If the data
does not arrive within this timeout, it will assume the channel
is not reliable or being jammed although the data packet might
be lost accidentally or intentionally. At the sender side, after
transmitting the data frame, it computes a timeout for ACK, if
no ACK is received from the receiver within that definite time
interval, it will also determine that the channel is not reliable.
In this case, both sender and receiver might leave the channel
simultaneously.
4. Discussion
The main goal of our protocol is to avoid the jamming
attacks. When nodes detect the jamming attack on currently
used channel, they will stop any communication on jammed
channel and try to reconstruct the network on other unjammed channel. While the network is under reconstruction,
which means that the channel switching mechanism is being
performed, the throughput of the network might be zero. The
time needed for reconstruction the network depends on total
channels available of nodes. The more channels it uses the
longer the network reconstruction time. But, it will make more
difficult for the attacker to attack the network effectively.
Thus, the performance of the protocol depends on the number
of total channels that nodes use and the number of jammers
present in its environment. Nonetheless, according to our
proposed mechanism, if there is even only one available
channel for both nodes, the operation can be performed well
as a normal environment.
5. Conclusion and Future Work
In wireless network, jamming is pretty easy since the
devices use single channel communication. We just proposed
a multi-channel concept to mitigate the jamming attacks and
intended to use in hostile environment. We also tried to
overcome two vulnerabilities, using control channel and
pseudo-random sequence, which are commonly used in most
of multi-channel protocol. We also aimed to use our protocol
to operate on existing classic 802.11 LAN environments. As a
future work, we will try to extend our multi-channel concepts
on multi-hop and ad hoc networks.
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