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Abstract. This paper describes Wireless Sensor Network (WSN) security to
conserve wasteful energy. Sensor networks are emerging fast and will be the
next wave towards new network appliances. Security must be justified and ensured before the large scale deployment of sensors as individual sensors are
prone to security compromise. In the sensor field, an adversary can compromise
sensor nodes that can be used to generate random false sensing data. As these
generated packets propagate through the network towards final data acquisition
point, it will result in the energy consumption in a constrained low powered
network. As WSN is multi-hop communication in nature, node-to-node authentication using shared secret is important for legitimate data packets to be
forwarded. In this paper, we develop a security mechanism to detect energyconsuming useless data flows that propagate through network. Assuming that a
sensor node can sense an event and generates multiple Message Authentication
Code (MAC) using secret keys and these MACs are appended to the sensed
data. The forwarding nodes along the path towards the data acquisition point
verify the validity of the sensed data by checking the authenticity of the MACs
attached to the original sensed data. Intuitively, early detection of the false data
will make the entire network energy conserving which is one of the primary
goals in the design of sensor networks. We have quantified the security strength
through analysis and simulation.

1 Introduction
To integrate general purpose computing with multiple sensing and wireless communication capabilities, modern advanced nano-technology makes it technologically feasible and economically viable to develop low-power, battery operated devices. This tiny
device is known as sensor node. It is envisioned, for most of the application, that a
massive random deployment of sensor nodes, numbering in thousands or tens of thousands (Fig. 1). Harmonizing sensor nodes into sophisticated computation and communication infrastructures, called sensor network, will have strong impact on a wide
variety of sensitive applications including military, scientific, industrial health and
home network. The expected achievement of such a wireless sensor network is to
produce, over an extended period of time, global information from local data sensed
by individual sensor nodes.
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Source

Fig. 1. Large-scale Wireless Sensor Network, source senses the events and forwards the data
packet towards the Base Station (BS)

The characteristics of sensor network differ from traditional wireless sensor networks in a way where energy conservation and self-configuration are primary goals,
while per-node fairness and latency are less important.
Misbehavior (by an adversary or a compromised node) that threats the work of the
network by perturbing the information produced, stopping production, or proliferating
information, then the perceived usefulness of sensor network will be dangerously
curtailed. Implementing security mechanism to protect mass flow of bogus information can increase the life time of the entire network thereby conserving the energy.
Note that, in sensor networks, in-network processing makes end-to-end security
mechanisms harder to deploy because intermediate nodes need direct access to the
content of the messages [3]. We address the following issues that lead us to developing a security protocol to deal with sensor network:
-

Distribution of secret keys to the sensor nodes capable of checking the validity of the data by intermediate forwarding nodes.
Engineer a security mechanism to detect and prevent the forged data packets
to flow in the network, hence saving wasteful energy.
Analysis and simulate the proposed protocol to justify the practicability.

The rest the paper is organized as follows. In section 2, we briefly explain some
previous works and we define the problem and make some necessary assumptions in
section 3. In section 4, initial key assignment is discussed. Then, we start presenting
our security mechanism in section 5. We precisely state the data generation by source
node and how to forward the data towards Base Station. Section 6 outlines the detection method of false data packet. We present an analytical description in section 7.
We verify our analysis through simulation results in section 8. Finally, we make our
short discussion and conclusion in section 9 and 10 respectively.

2 Related Work
Sensor network security has been studied in recent years in a number of proposals.
Kulkarni et al. [2] analyzes on the problem of assigning initial secrets to users in
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ad-hoc sensor networks to ensure authentication and privacy during their communication and points out possible ways of sharing the secrets.
In [3] Karlof et al. thoroughly discussed the problem of secure data transmission
for different routing protocols and they conclude that many sensor network routing
protocols have been proposed, but none of them have been designed with security as a
goal. They suggested the security goals required for routing in sensor networks.
Passive attacks such as cipher text attack and chosen cipher text attacks, a security
protocol has been proposed in [4] that ensures forward and backward secrecy of the
session key, so that if any set of the session key is compromised, these compromised
keys do not undermine neither the security of future session keys, nor the security of
past session keys. Their works requires synchronization initiated by base station and
also by sensor networks. SPINS [5] implements symmetric key cryptographic algorithms with delayed key disclosure on motes to establish secure communication channels between a base station and sensors within its range. Reference [6] implements
ticket certification services through multiple-node consensus and fully localized instantiation, and uses tickets to identify and grant network access to well-behaving
nodes. In URSA, no single node monopolizes the access decision or is completely
trusted, and multiple nodes jointly monitor a local node and certify/revoke its ticket.
Sybil and Rushing attacks are well discussed in [8, 9]. Sybil attack is a threat to
WSN where a node legitimately claims multiple identities. Random pairwise key
distributions are discussed in [10] and [11] to make the sensor networks resilient to
security threats. Wie Ye et al. in [1] proposed an energy efficient medium-access
control protocol by keeping the sensor nodes periodically listen and sleep mode.
Our initial key assignment is a probabilistic key distribution presented in [2]. Our
work focuses on the use of security mechanism to protect the unauthorized traffic to
flow in the network and thereby saving network energy and increasing network
resiliency.

3 Problem Definition and Network Assumption
Many sensor network routing protocols have been proposed, but none of them have
been designed with security as a goal [3]. So, the network is susceptible to various
kinds of security threats such as sybil attacks, wormholes, selective forwarding, acknowledgement spoofing, sinkhole and so on so forth. We assume that the adversary
does not have the capability to attack the base station (i.e. sink) because the powerful
base station can well protect any kind of malicious efforts. However, our assumption
on network is that the attacker may know the basic approaches of the security mechanism and is able to either physically capture a node to obtain the security information
installed in the sensor node or compromise through radio communication channel.
Once captured, a node can be used to propagate sensed data that are false. Besides, it
can launch various other attacks such as blocking the sensed data to be forwarded,
record and replay old data thereby consuming network’s overall energy. We focus on
protecting the false data that are forwarded by intermediate forwarding nodes.

Energy Conserving Security Mechanism for Wireless Sensor Network

869

4 Initial Secret Key Assignment
In this section, we present the probabilistic protocol, the complementary tree protocol,
for assigning the initial secrets. We will describe the single complementary tree protocol and then compute the multiple trees based key assignment. We organize the
(Fig. 2) secrets in the tree of degree d. In this protocol, we require that d>=3. All
nodes in the tree except the root are associated with a secret. Each leaf of the tree is
associated with a sensor node. (Note that a leaf is associated with a sensor as well as a
secret.) The secret distribution is as follows. For each level (except level 1), the node
gets secrets associated with the siblings of its ancestors (including itself). Thus, node
s1 gets secrets k2, k3 (level 2), k5, k6 (level 3), k14 and k15 (level 4). A node does not get
the secrets associated with its ancestors.
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Fig. 2. Single Complementary Tree Key Assignment

When two nodes, say j and k, want to communicate, they first identify their least
common ancestor. Let z be the least common ancestor of j and k. Let x denote the
child of z that is an ancestor of j. Likewise, let y denote the child of z that is an ancestor of k. Now, to communicate, j and k use the secrets associated with all children of z
except x and y. For example, if s1 and s2 want to communicate, they use the secret k15.
If nodes s1 and s9 want to communicate then they will use the secret k5. And, if s1 and
s15 want to communicate then they will use the secret k3.
It is possible to reduce the probability of compromise in the complementary tree
protocol even further if we maintain multiple trees. More specifically, if we maintain
k trees where there is no correlation between node locations in different trees, the
probability of security compromise will be ((2/(d+1))K). For detailed calculation authors request to see reference [2]. For 10 secret trees with degree d =3, the probability
of compromise is (1/2)10 = 0.09 %.

5 Data Generation and Forwarding
With the initial secrets, the sensors are deployed in the sensor field. From the key assignment protocol described in previous section, we suppose that there is pregenerated
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total number of N keys and each sensor node has k number of keys. When an event
occurs, the node that senses the signal will prepare an event’s data as message to be
sent to the base station through intermediate forwarding nodes. The message format is
in the form of [t, E], where t is the event detection time, and E is type of event.
Prior to forward the message to its neighbor, it randomly selects f number of keys
from its k keys and generates f number of Message Authentication Codes (MACs) and
attaches it with the event with the format: [t, E, i1,Mi1, i2, Mi2, i3, Mi3,......if, Mif],
where the report contains f number of key indices and MACs. We set the constraint
that a report with less than f MACs or key indices or one key used more than once to
generate MACs, will not be forwarded. Intuitively, a larger value makes the injected
false report to flow more difficult at the cost of increased overhead.

6 False Data Detection
Probabilistic key assignment ensures that each forwarding node has certain probability to possess at least one of the keys that are used to generate the MACs for a sensed
data. So, each forwarding node is able to verify the correctness of the MACs attached
with the packet. If a malicious (compromised) node has only one key, it can generate
one correct MAC. Since there are f distinct MACs (and f distinct key indices) that
must be present in a legitimate data packet, the attacker needs to forge f−1 key indices
(i.e. needs to know valid keys) and corresponding MACs. This is a difficult task for a
compromised node (attacker) as the pre-distribution of keys is in such a way where
finding the exact key that is shared between any pair of sensor nodes is difficult as
described in key assignment section. In case, each sensor node, carried keys randomly
chosen from the total key pool, any attacker node can use f of its keys to generate
multiple MACs, which would have been indistinguishable from those generated by f
keys in the sending node.
At the time, the forwarding node receives the packet; it looks at the key indices and
number of MACs. If it is less than f or one key index used more than once, the packet
is detected as forged and thus dropped. Then if the node has any of the key indices
common, it calculates the MAC using its own key and compares the result with the
received MAC attached in the packet. The packet is dropped in case the attached one
differs from the reproduced one. If it matches exactly or this forwarding node does
not have any of the f keys in common, the node passes the packet to the next hop
towards base station (sink).

7 Performance: Analytical Description
We consider two performance issues in this section. We first analyze the efficiency of
illegitimate packet detection and secondly, we analyze the energy conservation
through dropping of forged data packets.
7.1 Detection Efficiency
As our protocol deals with f MACs to send the packet through forwarding node, an
adversary that has compromised keys in f or more, can successfully forge packets. In
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this case, our proposed method can not detect or drop such forged packet. We compute the efficiency when an adversary has g number of compromised keys (0 ≤ g ≤
f−1). So, if the attacker wants to forward forged data packet, he has to forge f−g keys
and MACs. Now, if attacker randomly chooses f−g keys, we compute the probability
that a forwarding node has one of the f−g keys, and thus being able to detect an incorrect MAC and drop the forged packets. In this case, the probability that a sensor node
has one of the f−g keys, defined as p is: p = ( f−g ) × k / N, where k is the number of
keys each node possesses, N is the total number of keys. So, the per hop forged packet
detection probability is pper-hop = p(1–pcompromised). As the probability of compromise,
Pcompromised is very small and thus it is negligible (key assignment section) and we take
p = pper-hop. So, we can compute the expected fraction of forge data being detected and
dropped within h hop is given by ph= 1 – (1– p)h. The forged data packet traverses the
average number of hops that is given by ∑i(1– p)i-1p =1/p, for i = 0 to ∞.

Fig. 3. Fraction of false data dropped as a function of number of hops traveled

The efficiency is shown in fig. 3, percentage of dropped packets increases as the
number of hops grows. Here we consider, for example, each node maintains 20 keys,
total number of keys 500 and each packet carries f = 5 MACs. We have p = 0.12,
0.08 0.04 when number of compromised keys g = 2, 3 and 4 respectively. Approximately 70% false packets are dropped within 10 hops if the adversary has 2 compromised keys. In worst case, 70% forged packets are dropped in 30 hops, when only one
MAC is incorrect and they travel 25 hops on an average.
7.2 Energy Conservation
Energy consumption in sensor network is comprised of energy consumed in transmission, reception and computation. Extra parameters in our work are f key indices and f
MACs. Let the length of the MACs and the key index be LMAC and Lkey-index, respectively. The length of original data is denoted as Ld. So, the total length of the data
packet becomes, Lpacket = f×Lkey-index + LMAC + Ld.
Let the number of hops be h a data packet travels, amount of forged packets is
Qforged and legitimate data packet is 1. The traffic travels all the h hops when security
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mechanism is not incorporated in the network. But, with security, the false data traffic
will travel exactly h hops with the probability (1-p)h-1p . So, energy consumed to
forward all the traffic without security, denoted by E and with security denoted by
Esec, will be:
E = Ld (Et + Er )(1+Qforged )h
Esec = Ld (Et + Er )(1 + LMAC / Ld + fLkey-index / Ld) (h +Qforged (1- (1-p)h )/ p)
where, the consumed energy in transmitting and receiving one byte are denoted by Et,
Er respectively. And energy consumption for the computation of security parameter
denoted by Ecomp can be approximated by:
Ecomp = f×EMAC + f×h×EMAC + f×EMAC×Qforged(1- (1-p)h) / p
where EMAC is the MAC computation energy. So, total energy consumption with security mechanism is Esec-total = Esec + Ecomp.
We take the energy required [14] (values Et = 17, Er = 13 and EMAC = 16 microJoules) to transmit, receive one byte of data and RC5 computation. Fig. 4 shows the
performance with different number of false packet Qforged, when h = 25, Ld = 32 bytes,
Lkey-index = 10 bits, LMAC = 64 bits and attacker has 1, 2 and 3 compromised keys. We
observe that, E increases much faster than Esec-total and thus conserves overall network
energy. If Qforged increases, the amount of energy that is saved gets higher and higher.
More than 60 % energy is saved when 8 false packets are present and an attacker has
only one compromised key.

Fig. 4. Comparison of energy consumption with and without security as a function of forged
data traffic

8 Simulation
Our proposed energy conserving security mechanism is simulated to further justify the
analytical results. We present the packet discard efficiency and energy consumption in
cases, when an adversary has g = 0, 1, and 2 compromised keys. We simulate on the
area of 60 X 60 Square meters, where 400 nodes are uniformly distributed. We place
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Fig. 5. Fraction of discarded false data packet (Left) and Comparison of energy consumption
with and without security mechanism. The adversary has 0, 1 and 2 compromised keys.

the data acquisition point (Base station) and a source in opposite ends having about 80
hops in between. We consider stationary network for the simulation purpose. The
packet transmission time is set to 15 ms. The source node generates one even in every
3 s. Each sensor node has k = 30 keys, and total N = 800 keys.
The efficiency of our protocol is justified as can be observed form the simulated
results. Fig. 5 (Left) demonstrates the efficiency of discarding the bogus packets injected by the adversary as function of the number of hops traveled in case where g =
0, 1, and 2 compromised keys respectively. In case, when no key is compromised,
more than 80 % forged packets is dropped within 10 hops and 60 % with 2 compromised keys. More than 62 % energy is saved when an attacker has no compromised
key and the number of forged packet is 10 (Graph in the right in fig.5). In case when
attacker has 2 compromised keys, about 40 % energy is saved. Performance is even
better when the number of false packets is higher.

9 Discussions
As the individual sensor nodes is subject to three fundamental constraints in storage,
computation and power, asymmetric cryptographic operations is not feasible to apply.
We used RC5 [16] to calculate the MACs. RC5 is a symmetric block cipher designed
to be suitable for both software and hardware implementation. It is parameterized
algorithm, with a variable block size, a variable number of rounds and a variable
length of key. This provides the opportunity for greater flexibility in both performance characteristics and the level of security.
Probabilistic key assignment allows the neighbor nodes to share pairwise secrets to
check the authenticity and thereby improving the resiliency of the network. The number of Message Authentication Codes is a parameter to be selected with the capability
of the sensor node, else it will be heavy to compute and store the extra information.
Also, it should not be too small because the forged packet will flow more hops.
The comparison of energy consumption with and without security protocol has
been demonstrated (Fig. 5) and we have also shown the illegitimate packet detection
efficiency. Our proposed security mechanism performs well in case where the data
packet travels large number of hops.
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We, at present, are exploring the feasibility of incorporating the security where the
network can be managed using the idea of weakly connected dominating set. Each
member of dominating set can be a zonal head to collect the data from a particular
zone and forward through the shortest possible path and thereby consuming less overall network energy.

10 Conclusions
In this paper, we have put an effort to develop a security protocol that deals with the
unauthorized data flow by an attacker. We have shown that our protocol can conserve
significant amount of energy by validating the authenticity of the data packet. We
have presented the complementary tree protocol for the distribution of secret keys to
the sensor nodes capable of checking the validity of the data by intermediate forwarding nodes. We have presented the analytical results and compared the results with the
simulated results. The protocol is efficient both in packet detection and energy
conservation.
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