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Abstract—Smart city is the prospect of current intellectual
technology toward the ecological growth of urban technology
and commercial expansion. In addition, the Internet of Things
(IoT) based smart city services ensure the eminence of life and
well-being to the smart citizens. In order to ensure quality
services, each of city service gathers multidimensional data
from abundant IoT nodes. Therefore, the centralized traffic
management has become critically challenging for a large volume
of multidimensional smart city network data. Consequently, in
this research, we concentrate on solving this problem by introducing Software Defined Networks (SDN) based intelligent service
fulfillment for dense smart city network to accomplish service
requests from multiple smart citizens and service providers. First,
we model a distributed software defined IoT network for smart
city environment where introduce a fog-based SDN controller
with an intelligent engine, fog unit, and virtual mesh topology
module. Then, we propose a reinforcement learning (RL) based
intelligent algorithm for IoT network, and that intelligent agentbased service fulfillment algorithm accomplishes the city service.
We use fog based SDN controller unit to implement the learning
model based on processing and waiting delay of the SDN switches
that qualify the smart city services to the service providers.
Finally, in the simulation, we have achieved higher performance
gain for the proposed method in respect to the convergence and
utility gain.
Index Terms—smart city service, distributed network, intelligent agent, software defined networking, reinforcement learning

I. I NTRODUCTION
The smart city shall be intelligent to incorporate reasonably
and effortlessly with a massive number of heterogeneous
network infrastructure with microcontrollers, sensors, and actuators based devices. Based on those millions of devices, the
smart city consists of thousands of city services for monitoring
and smart service facilitation to the citizens. The data-centric
services such as energy, water, security, gas-supply are not
only useful but also sensitive for the effective decision making
in the smart city environment. Moreover, a large amount of
multidimensional and dense data are being generated by the
sensors that are deployed for the data-centric services. To
achieve a higher degree quality of services, it needs artificial
intelligence for real-time decision making.
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A. Background and Motivations
IoT architectures, protocols, smart city data aggregation,
along with an extensive variety of facilitating technologies
obtainable researches are ongoing for the IoT based Smart
city networks [1] [2] [3].
However, researchers are introducing artificial intelligence
in smart city network. Semi-supervised deep reinforcement
learning based infrastructure suggested for smart city indoor
and outdoor services to improve the QoS for smart services
[4].
Consequently, fog computing technology used for low range
device to device communication for the IoT network [5]. To
enhance the fog computing for the different smart city services
a service-oriented middleware (SOM) has proposed. [6].
Nowadays, in the smart network scenario, SDN based solution is considered to be more reliable and accessible in terms of
execution time and network manageability. More specifically,
the IoT based smart infrastructures are likely to be managed by
the SDN and virtual solution. For example, the industrial IoT
(IIoT) like smart grid is provided with the SDN platform to
support resiliency in case of the real-time monitoring of smart
grid networks [7]. Moreover, for intelligent transport systems,
SDN is introduced as a prominent solution for enabling better
QoS, network management, and real-time decision making [8].
Hence, the distributed SDN network control system is
more important for network management and decision making
where a large portion of multidimensional sensors data are
generated from the congested smart city network [9]. An
adaptive consistency model for SDN controller is introduced
for distributed control plane to ensure the switch synchronization within a distributed manner [10]. Therefore, some groups
of researchers worked with the ubiquitous flow control and
mobility management that used distributed controllers and distributed hashing based overlay structure for software-defined
IoT system [11]. Additionally, distributed urban sensing is one
of the major contributions to software-defined networking for
IoT [12].
However, to solve data aggregation scheduling problem,
distributed delay efficient data aggregation scheduling is being
introduced for duty-cycled wireless sensor networks [13].
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B. Intelligent SDN in Smart City
In this research, we focus on intelligent agent-based smart
city service fulfillment for distributed SDN network. Service
fulfillment is a common challenge in the dense smart city
network. To minimize the smart city service time, we consider
a fog-based intelligent SDN controller into distributed SDN
in a smart city. In the smart city network, each service
provider can make request for a service fulfillment through
the intelligent agent. Additionally, these requests are served
by the fog based SDN controller.

large volume multidimensional data aggregation to fulfill
the smart city service requests for the service providers
and smart citizens. And also the intelligent engine unit ensures the maximum utilization of SDN switch capacity by
using the artificial intelligence. Therefore, the distributed
network minimize the risk of network outage.
• We formulate a delay sensitive service fulfillment problem for smart city services, and we show that the service
fulfillment is a NP-hard problem. To solve this problem,
we use model-based reinforcement learning to fulfill the
city services. Furthermore, the intelligent agent-based
algorithm minimizes the overall queuing, transmission,
and processing delay to improve the service fulfillment
QoS.
This paper is organized as follows, section II presents the
system model and problem formulation of intelligent agent
service fulfillment problem. Section III provides the solution
approach by using model-based reinforcement learning and
algorithm design. Simulation and performance analysis are
included in Section IV. Finally, Section V provides the conclusion of the proposed research.
II. SYSTEM MODEL AND PROBLEM
FORMULATION

Fig. 1. Fog based SDN controller architecture.

A. System Model Description

The proposed fog-based SDN controller architecture is
shown in Fig 1. Fog computing reduces the network traffic
communication cost by using its storages and computation
capability. [14]. In our proposal, we include the SDN controller
into the fog AP. In this architecture, a virtual topology unit
maintains the mesh topology of the networks. We use M/M/1
queuing model for SDN switches [15]. In the intelligent
engine, we apply the reinforcement learning [16] module based
on the service delay, payload traveling delay and waiting
delay of the SDN switches. Consequently, for maximizing the
switch throughput, intelligent engine periodically executes the
learning algorithm. Additionally, the computational unit and
fog storages units reduce the network overhead for data aggregation and decision making compared to the cloud computing,
these ensure the seamless services fulfillment into a smart city.
In the proposed fog based SDN controller, the service
providers can make requests through the service fulfillment
APIs. Therefore, these APIs communicate through the intelligent engine for service fulfillment. Also, the intelligent engine
ensures the decision making for serving those request with
the help of computational unit. However, computational unit
is capable to perform the data processing for service requests.
Finally, service fulfillment APIs provide the response to the
service provider with service data. Intuitively these service
fulfillment APIs are the intelligent agent.
Under the above circumstances, the main contributions of
this paper are,
• We model a distributed smart city software-defined network that includes a fog-based SDN controller. This fog
based SDN controller maximize the performance of a

The proposed system model of SDN based intelligent
service fulfillment for distributed smart city IoT network is
presented in Fig 2. We have proposed a distributed SDN
network for a smart city where SDN local controller also
works as a fog node and each controller is connected with
mesh topology. SDN switches and APs are also in a mesh
topology. Local SDN controller can control a particular part
of the network. All the local controller connected to the base
station and in the base station, there is a global SDN controller.
The role of the global controller is to manage the local
controllers and facilitate data uploading to the cloud server.
Here, we also introduce intelligent module for both local
and global controller where we apply artificial intelligence to
maintain the network scalability, consistency and reliability
action for smart city service requests. The APs and IoT nodes
are equipped with wireless connectivity. whereas the BTS
and core network are connected with backhaul connection.
In addition, the Cloud is also connected to the core network.
The Intelligent agent is a part of the fog based SDN local
controller. There are multiple agents in the network. Every
switch maintains the queuing model for serving the requests.
We consider i number of SDN local controllers C =
{C1 , C2 , ..., Cm } and j number of SDN switches S =
{S1 , S2 , ..., Sn } in the smart city network. There are many
service provider in the network. For describing the scenario,
we are now considering the video surveillance system as a
service. In this scenario, the security manager needs to perform
security surveillance for a particular Geo-area. There are some
static security cameras installed for real-time sensing operation
to gather vital security information.
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Where, ∀Ci ∈ C, ∀Si ∈ S
Xi,j is a binary indicator variable that gives either 0 or 1.
If the controller Ci requests to switch Sj and travels through
the switch i to j then it gives 1 otherwise it is 0.
Service rate from controller Ci to switch Sj is, µi,j = αi1pj ,
where pj is the processing delay and αi is the data volume
transfer rate at switch Sj . Now the expected waiting delay is
as follow [15].
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When a service request arrives at local fog controller Ci
then, the controller sends data request with request rate λi
to the connected switches. Switch Sj can transfer data with
average data volume transfer rate αi to local fog controller
with the service rate µi,j .
To ensure the service, this problem is a service fulfillment
problem and it is a NP-hard problem. We can formulate the
problem as an integer linear optimization programming.

1, if Ci goes to Sj
Xi,j =
(1)
0,
otherwise

AP

Ei,j =

Fig. 2. System model.

1
.
µi,j − λi

(2)

The total waiting delay in per unit time for controller C1 is,
We assume that SDN switches and APs are connected with
mesh topology along with the SDN local controller. The SDN
local controller is responsible for managing the traffic flow
for its associated switches. All switches of the SDN in smart
city network maintains M/M/1 queuing model for service
fulfillment. In this scenario, we guarantee the QoS of smart
city service fulfillment by improving the switch selections
model. Those switch selections are controlled by the local
controller that can be able to select a particular AP based
on minimum processing time and queuing delay for payload
transfer. The local SDN fog controller aggregates the data and
sends it to the service provider that minimizes the uplink and
downlink delay between a service request and cloud server
and vice-versa. Here the central SDN controller periodically
uploads the necessary payload to the cloud.
B. Intelligent Service Fulfillment Problem for SDN in Smart

Wi =



λi xi,j Ei,j





λi xi,j ti,j

(3)

i : Ci ∈C j : Sj ∈S

Additionally, the aggregated per unit traverse time requests
from the C1 is,
Ti =

(4)

i : Ci ∈C j : Sj ∈S

Now the delay between controller Ci and switch Sj is
Di,j = λi (ti,j + Ei,j ).
So, the accumulated delay for waiting, servicing and traversing is,



D=
(Wi + Ti ) =
xi,j Di,j
(5)
j : Si ∈S

i : Ci ∈C j : Sj ∈S

Now we formulate an optimization problem where the objective is to minimize the total delay that means, maximize
the total utility. The objective function of utility maximizing
problem represent as follow,

TABLE I
S UMMARY OF N OTATION
Notation
C
S
ti,j
pj
λi
µi,j
αi
Ti
Ei
l
γ



χ : max

Description
Set of the local controllers C = {C1 , C2 , ..., Cm }
Set of the switches S = {S1 , S2 , ..., Sn }
Traverse Delay from Ci to Sj
Processing delay in Sj
Arrival rate from Ci
Service rate from Ci to Sj
Data volume transfer rate
Total travel time from Ci to Sj per unit time
Total waiting time from Ci to Sj per unit time
Learning rate
Discount rate





i : Ci ∈C j:Sj ∈S

Subject to:
0 ≤ xi,j ≤ 1


1
xi,j
Di,j

i = 1, ..., m, j = 1, ...n

(6)

(7)

xi,j = 1

j = 1, ..., n

(8)

xi,j = 1

i = 1, ..., m

(9)

i=1,i=j



j=1,j=i
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(10)

λi
xi,j ≤ 1 ∀Ci ∈ C
µi,j

(11)

i : Ci ∈C j : Sj ∈S





i:Ci ∈C j : Sj ∈S

In equation (16) l is the learning rate.
xi,j = 1 ∀Ci ∈ C

xij ∈ {0, 1},

∀Ci ∈ C, ∀Sj ∈ S

(12)

Constraints of this optimization problem are described by
equation (7) to (12). The first constraint ensures that controller
Ci send a request to switch Sj . Therefore, the boundary for
the Ci to Sj controlled by the equation (8) and (9). Equation
(10) guarantees that the request from the controller has already
been sent. Equation (11) ensures that the arrival rate does not
cross the service rate at controller Ci for switch Sj . Finally,
the equation (12) is responsible for the binary decision making
of xi,j .However, the problem in (6) is an NP-hard problem.

Q(ϕj , Aj ) = Q(ϕj , Aj ) + l ∗ (R(ϕj , Aj ) + γ∗
M ax[Q(ϕj+1 , ∀Aj+1 )])

Equation (17) is generated by using equation (15) and (16)
that is the simplified representation of the learning model.
In our solution approach, we have proposed modeled based
- greedy algorithm for balancing between exploration and
exploitation. Additionally,
greedy algorithm converges to
the optimal solution by using episodic training.

Āj ,
with probability 1 −
(18)
Aj =
Ψ,
with probability

Here, Āj is the selected action with probability 1 − and Ψ
is the random selection of action from the action set A with
probability.

III. REINFORCEMENT LEARNING BASED SERVICE
FULFILLMENT
We have discussed the system model and problem formulation for intelligent agent-based service fulfillment for smart
city environment in section II. To solve this problem we have
introduced reinforcement learning based solution approach for
smart city distributed SDN network.
For RL solution approach is used finite Markov Decision
Process (MDP). Here, a set of the state is ϕ, set of action is
A and the immediate reward function is rj . The set of state
is defined as, ϕ = {S1 , S2 , ..., Sj }.
Therefore, every switch of a local fog controller is the
element of state set. So that, the controller can traverse any of
them for the service request. The action set is a visit to the next
switch. If it has been visited then reward will be calculated
based on utility of the objective function χ and the reward of
an individual switch Sj at controller Ci is,
  1
rj =
xi,j − τi,j .
(13)
Di,j
i : Ci ∈C j:Sj ∈S

In equation (13) τi,j is the penalty for switch Sj that reflects
on equation (11). Hence, the arrival rate at controller Ci is
greater than the service rate then penalty is as follow,

Di,j
λi
Dmin , if µi,j xi,j ≥ 1
(14)
τi,j =
0,
otherwise
In equation (14), Dmin is threshold value for tolerable delay.
In our learning model, to find an optimal policy in each
state, we approximate the Q-value Q̄(ϕj , Aj ) .
Q̄(ϕj , Aj ) = R(ϕj , Aj ) + γ ∗ M ax[Q(ϕj+1 ∀Aj+1 )] (15)

In equation (15) γ is the discount rate and R(ϕj , Aj ) is the
current reward. M ax[Q(ϕj+1 ∀Aj+1 )] means, it uses all possible actions in a state to calculate the optimal approximates.
We defined the Q-function as follow:
Q(ϕj , Aj ) = Q(ϕj , Aj ) + l ∗ Q̄(ϕj , Aj )

(16)

(17)

Algorithm 1: Intelligent Service Fulfillment
Input: reqItems[]
Result: ServiceData 

1 Q value Calculation:
i : Ci ∈C
j:Sj ∈S Q(ϕj , Aj )
2 while (0 ≤ xi,j ≤


x and j=1,j=i xi,j = 1) do
1 and
i=1,i
 =j i,j 
3
foreach i : Ci ∈C j : Sj ∈S xi,j = 1 ∀Ci ∈ C do

Āj ,
with probability 1 −
4
while Aj =
Ψ,
with probability
do


5
rj = i : Ci ∈C j:Sj ∈S D1i,j xi,j − τi,j .
6
Q(ϕj , Aj ) = Q(ϕj , Aj ) + l ∗ (R(ϕj , Aj ) + γ ∗
M ax[Q(ϕj+1 , ∀Aj+1 )])
7 while reqItems[] do
8
ServiceData = fullFillRequest(Q, reqItems)
In Algorithm 1 we only focus on high-level steps that cover
all the constraints, and functionality. In step 2, we consider
first three constraints that ensure the controller Ci must visit
all the connected switches, and fulfill the boundary conditions.
On the other hand, step 3 ensures that utility calculation for
visited switches. However, for the reward calculation at step
5, the last two constraints equation (11), and equation (12) are
executed.
The policy based Q-learning average complexity is O(en),
and the worst case complexity is O(en2 ). Here, n is the all
input size and e is the number of episodes. Finally, by using Qtable, service request completes with log(n) time complexity.
In a summary, the proposed Q-learning based model solved the
NP-hard problem within a polynomial time that also ensures
more robust, and scalable solution.
IV. PERFORMANCE EVALUATION
For testbed setup, we have used floodlight openflow 1.3
controllers, and Open vSwitch. Here, we used mininet emulator module for switches, and host (APs) implementation.
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We have considered every AP as host and Floodlight openflow controller web GUI have been used for performance
monitoring. Finally, we have used python 3.6 platform for
-greedy algorithm based reinforcement learning algorithm
implementation, and performance evaluation. Fig. 3 shows the
mininet emulating environment topology.

Fig. 5. Score value vs. no. of episode.

Fig. 3. Mininet topology for a single controller.

Here one fog SDN controller consists 8 switches, and 40
individual APs for simulation. Service requests are generated
through the service provider, and for each service, we have
used different sizes from 64KB to 128MB of payloads. Fig. 4
is the floodlight controller GUI topology view at runtime.

Fig. 6. Convergence result.

Fig. 4. Executing topology from floodlight controller GUI.

In Fig. 5 shows the number of episode vs. score value for
different  values 0.10, 0.15, and 0.25. Here, after the 120
episode, it has reached to convergence and is it an optimal
solution.
Fig. 6 describes the convergence statistics for  value at each
episode. It is noticeable that after the 120 episode, it reaches
to convergence for all different starting  value.
As our problem is a delay minimization problem, it maximizes the utility value of reward calculation. Fig. 7 shows
the waiting time vs. utility analysis. Here, the utility is the
inverse of normalized delay for the service task. When the total

delay is 0.10 ms then, it provides the maximum utility. That
means it maximizes the optimal usage of resources. On the
other hand, when the delay is 0.20 ms, the resource utilization
is insignificant for that task. It is clear that if there is less
processing delay then, it improves the QoS.
The average time complexity of our intelligent agent fulfillment solution is O(n2 ) and the optimal solution for TSP
is around O(2n n2 ) where the complexity of each subproblem
is O(2n n). The round-trip time comparison described in Fig.
8. This figure describes the service fulfillment execution time
RTT (round-trip time) for 1 to 30 service request simultaneously through the intelligent agent. The dot line (red) is based
on average case time complexity and rectangle line (green)
depicts the time complexity of the proposed intelligent agentbased service fulfillment algorithm. For multiple services, our
proposed method shows significant performance gain.
In a summary, from the simulation results we observe
that, our proposed intelligent service fulfillment model for
SDN in smart city network has achieved a higher degree of
performance gain compare to others.
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Fig. 7. Waiting time vs. utility.

Fig. 8. Service fulfillment RTT.

V. CONCLUSION
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