2015년 한국컴퓨터종합학술대회 논문집

Rumors in the Social Network: Finding the Offenders Using
Influence Maximization
Ashis Talukder, Rossi Kamal, Anupam Kumar Bairagi, Md Golam Rabiul Alam, Sarder
Fakhrul Abedin, Md Abu Layek,

Nguyen H. Tran and Choong Seon Hong

Kyung Hee University

Abstract
In recent years, information sharing among the social network users has been increased
tremendously. Sometimes false information called ‘Rumor’ becomes viral and causes
different types of penalties including monetary loss in financial organization. On the other
hand, Influence Maximization (IM) problem in the social network is based on viral marketing
or word-of-mouth effect. In this paper, we have tried to fit IM problem to trace out the
sources of rumor in the social network. We have also included a simulation based on
synthesized data.
1. Introduction
With the proliferation of smart phones and mobile
devices social network has achieved eye-popping
popularity in exchanging information in last few years.
The information exchanged by the social network
users (e.g., status shared by a Facebook user, or a
tweet posted by a Twitter user) is not always true. Fact
that there may be plenty of false claims termed as
“Rumor”. Worse case of this risk may include, for
example, spread of virus and worms [2]. It may cause
various types of penalties as well, such as, monetary
loss in financial market [1], even can be a threat to
lives. So it would be a potential work to identify the
source or sources of rumor.
It has been seen that, unlike true information, false
information (rumor) is initiated by a small number of
offenders intentionally and can be propagated
epidemically through the network in ‘word of mouth’
effect also called ‘viral marketing’ [2], [8], [9] [10].
Thus from the nature of Influence Maximization
problem, it seems to have relevance with rumor spread.
That is our key reason of applying IM technique to
identify the offender (s) of the rumor.
In this paper, we have proposed a way of isolating the
source of rumor using influence maximization problem.
Firstly, we considered a set of rumors disseminated

over a social network and determine a set of initial
suspected defenders, we named it as a set of
spurious defenders. Secondly, we have calculated the
influence set or region of each member of the
spurious set. Finally, most possible offender and a set
of most possible offenders are isolated removing relay
nodes. The rest of the paper is as organized: in
section two a study of the state-of-the-art has been
provided and our system model is unveiled in the
section three. Elevation, conclusion and future scope
have been described in the next consecutive sections.
2. Related works
Recently, viral spread of rumor in social network has
become common and un-avoidable phenomena. It
has been seen that for any message to be viral in the
social network, the influence of the person acts as a
vital catalyst [8], [9], [10]. But generally rumors are
created by single or a small set of nodes intentionally
[2]. Researchers in [4] have devised a maximum
likelihood (ML) estimator and derived its asymptotic
performance for regular tree-type networks.
Shah et al. [3] have tried to finding the offenders of
rumors by SIR model using a maximum likelihood
estimator and claimed linear time complexity to find
the rumor centrality for every node. In [5] researchers
have solved the problem by using rank and
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optimization algorithm and Monte Carlo method. Li et
al. [6] have proposed submodular algorithm with (11/e) approximation.

spread in the network.

Most of the techniques to solve the IM problem are NP
hard. In this paper, we fitted two popular algorithms of
influence maximization to this new scenario of the
detection of offenders of rumor in social network.
3. Problem formulation and solution process

A) Finding spurious set of offenders
Consider a scenario that there are n nodes in a social
network having n users (nodes) O1, O2, …,On and q
assertions (rumors) r1, r2,…,rq. The graph is a bipartite
graph (See Figure 1) and we have named the graph to
be Offender-Rumor Graph, ORG(n, q) where there will
be an edge from Oi to rj if the offender Oi has
contribution in the spread of rumor rj, that is,
ORG(i, j ) 

Figure 1: Offender-Rumor Graph, ORG (n, q)
with n = 5, q = 4.
Definition of Influence Set of a node v: The set of
nodes that found by solving the IM problem taking the
seed set to be S = {v}. It is also called the influence

region of v.



1 if Oi has contribution in spreading rumour r j
0 otherwise

Here each column ri of the matrix ORG represents a
vector of n components of rumor i and gives a
candidate set of spurious offenders, for example.
for the graph in the Figure 1. These
offenders are initial suspected offenders.

Figure 2: Finding Influence set.

influence ({a}) = {c, d, e, h, j}.
B) Finding Influential
offender

set

of

each

spurious

After calculating the spurious set of defenders now let
us consider another graph, say, Social Relationship
Graph SRG (V, E) which is actually a flower-following
graph with n users (some of them are offenders of
some rumors) and m edges where there is an edge
{vivj} between two nodes vi and vj if and only if vj
follows vi in social relationship.
Let us consider, for any rumor ri, an equivalent set of
offenders or crooks Ci = {vi = Oi |

O(ri)}. Now

considering each spurious defender as vi as a seed
set and SRG (V, E) as a follower-following graph, we
find the influence sets, influence (vi) for all vi
using Linear threshold
cascade method.

method

and

Ci

Independent

C)

Finding actual offenders

After finding the influence set for each node of the
spurious offenders, we have checked whether there
are any offenders in the influence set of other
offenders. Since sometimes some nodes are flowers
of some offenders and just passed the rumor to their
followers only and they are not actual crooks. They
just act as relay nodes of rumors. So these relay
nodes should be removed from the spurious offenders
list to get the offender set. Now the node with
maximum influence region or k nodes with maximum
influence region is considered to be actual (set of)
offender (s) of the rumor. We perform similar
calculation for each rumor ri.
4. Evaluation
We performed simulation by a program in C on a
machine (Core i7 2GHz, 2.5GHz, 4GB RAM, Windows
8) with synthesized data.

Influence Maximization (IM) Problem: Given a small
seed set S and a follower-following network graph G
(V, E) find a set that will maximize the information
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Threshold

7.14

9.34

13.19

15.93

19.78

24.18

Cascade

9.89

13.74

18.13

23.63

28.57

35.71

“Word of Mouth: Rumor
Dissemination in Social Networks”, Structural

Wattenhofer,

Table 1: Running time comparison

[2].

[3].

Figure 3: Running time comparison

[4].

We have executed the both the algorithms (Linear
threshold method and Independent cascade method
[10]) except that seed set had only one node at a
time and then we filtered the list by deducting relay
nodes from the influence region. We have compared
the running time (ms) of both the algorithms executing
them hundred times and taking the average time. The
result has been stated in the Table 1 and Figure 3.
Here we have seen that the threshold method over
performs the cascade method.
5. Conclusion
In this paper, we have seen that the Influence
Maximization (IM) technique can be applied to find the
source of rumor. Our main contribution in this paper is
that to fit the IM problem to a different scenario of
finding the source of rumor and filtering the relay
nodes to find the possible source of rumor. There are
other graph theoretic approaches but IM can also be a
good candidate to solve this problem. The result would
be more attractive if the algorithms would be run using
real dataset.
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