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home, grid, cars, cities), health care system, environmental
monitoring, urban sensor networks, energy management,
assets tracking, and refrigeration [2].
Despite the comforts provided by IoT there is a high risk
of security and privacy breach of the involved stakeholders.
Furthermore, the trustworthiness of data being generated is
highly questionable. Therefore, provenance can be integrated
with IoT to track inconsistencies in data and to guarantee
the integrity and authenticity of data. In healthcare IoT, for
instance, telemedicine where doctors can remotely treat their
patients and may inquire about their health condition by
observing their life-log provenance data. Such tracking may
facilitate medical experts to devise which drug should be
substituted to achieve optimum sudden recovery and thus can
monitor the causes of the severity of any particular chronic
disease. Currently, many ﬁtness devices (for example, Fitbit)
are being used to bring patient provided data into the cycle
of care delivery also need a track of events due to security
threats. Similarly in smart agriculture, to analyze the crop
yielding keeping in view the fertilizer application, nutrients,
soil mapping, weather data, machinery, livestock etc. The
farming association can track yearly crop production and can
be able to identify the factors which may enhance the quality
of agriculture products based on the information obtained
from data provenance. Such metadata may help in making
agronomic decision.
Although, provenance has been studied in various domains
such as scientiﬁc work-ﬂows [3], [4], [5], [6], [7], [8],
databases [9], [10], [11], cloud computing [12], [13], [14],
[15], [16], [17], wireless sensor networks [23], [24], [34],
[35], [36], [37] and other domains. However, the fusion
of provenance with IoT has not been explored so far. A
conceptual architectural model to identify the connecting
points between IoT and provenance has been proposed in
[40]. However, the underlying challenges resulting from
implementation of secure data provenance in the IoT are not
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I. I NTRODUCTION
Provenance is a metadata describing the complete lineage of data and processes chain. Provenance-aware system
has the ability to keep track of issues including tracking ownership of data, process time-stamps, transformation
applied on input data and environment settings in which
data is processed or evolved at granularity level. Provenance being beneﬁcial in auditing, debugging, performance
measurement, result reproducibility, forensics investigation
and quality assessment have been extensively focused in
various domains including databases, scientiﬁc work-ﬂows,
distributed systems, and networks [1].
Internet of Things-a paradigm for connecting heterogeneous
networked things to facilitate goods and services in various
domains including global supply chain, industrial automation, building automation (heating, ventilation, air conditioning, lighting, access control, ﬁre), smart things (connected
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evident may have deleterious affect on reconstruction
of events, data reconciliation or inferring data quality.
7) Impersonating border routers or synchronizing nodes.
8) Oblivious to the legitimate nodes, replaying old data
to end-users.

discussed in detail. Similarly, the provenance management
schemes have been proposed for sensor networks [34], [35],
[36], [37], however, these schemes are not directly applicable
to IoT scenarios due to the complex IoT architecture.
Speciﬁcally, the major contributions of the work presented
in this paper are:
• Highlight security challenges on resource-constraint
IoT devices addressed in existing literature.
• Provide a discussion on potential secure provenance
techniques which may be incorporated in or customized
for IoT (WSN-based, RFID-based and IP-based).
• Identify generic secure provenance management challenges for IoT along with future research direction.
• Formulate a threat model for WSN-based, RFID-based
and IP-based IoT.
The rest of the paper is organized as follows. Section 2
presents the threat model. Section 3 discusses the resource
constraints and security challenges for various IoT technical
infrastructure including WSN-based IoT, RFID-based IoT,
and IP-based IoT. An overview of generic requirements for
a provenance-aware IoT model is provided in Section 4.
Finally, we conclude the paper with a discussion of future
work.

III. B INDING I OT AND P ROVENANCE : C HALLENGES
AND C ONSTRAINTS
Secure IoT infrastructure leads to reliable data and ultimately trustworthy provenance. Without considering secure
environment for IoT devices, it may be impractical to think
of secure data and associated metadata against each device
in IoT. Therefore, leveraging the security solutions for IoT,
the associated provenance data can enforce the authenticity
of data required in various applications including supply
chain, e-health, agriculture domain etc. In this section we
will discuss the security challenges related with resource
constraints in terms of IoT technical infrastructure including
RFID-based IoT, WSN-based IoT, IP-based IoT. We have
further evaluated each of the infrastructure based on security
and resource constraints.
A. RFID-based IoT
RFID (Radio-Frequency Identiﬁcation) technology can
automatically identify tag signal to obtain relevant data from
objects. There are many security challenges associated with
resource constraints in RFID-tagged items ranging from
uniform coding to conﬂict collision, privacy protection to
trust management and traceability issues of node failures.
We focus on these requirements with reference to provenance collection. For instance, to enforce data privacy many
physical-based and password-based schemes have been proposed [70], [69], [67], [68]. Depending on application and
vendor, RFID tag can only store basic information. Due
to this limitation, along with other important information,
provenance data can also be maintained at upper level services. Provenance data can enable the information provider
to trace data and client privacy thereby thwarting inference
attack. Similarly, to provide resilience to attacks and to
establish trust among RFID tag, reader and base station (BS),
considering digital signatures and cryptographic algorithms,
the tag storage and computing power is part of ongoing
research [30].
IoT comprise of network of interconnected devices which
may complicate traceability, for example, tracking and monitoring of food logistics [18], [19], pharmaceutical supply
chain [20], [21], agriculture product [22], item-level supply
chain [25], dairy farming system [26]. Thus another perspective of provenance in IoT devices is to resolve traceability
issues in IoT by associating metadata tag with each individual part of composite object. For example, tracking such
metadata is more beneﬁcial when RFID tags are combined
with senors helping store agents in supply chains to track
the status (quantity and quality) of goods [31].

II. T HREAT M ODEL
Consider a hypothetical scenario: A sensor node ns
(source node) has to transmit d (data) to another sensor
node nd (destination node). An adversary m (Mallory) may
collude to execute any form of attack including extracting,
altering or forging Pdata provenance data as follows:
1) Eavesdrop or perform trafﬁc analysis on data path dp
between ns and nj in the hope to gain information
about participating entities, data or metadata. The
communication channel is subject to various others
attacks including packet dropping, injecting packets
or overwriting d or Pdata or carrying out conﬂict
collusion (tags or readers).
2) Compromise any ni (legitimate node) to extract K
(keying material) or to gain access to conﬁdential
information including d and Pdata .
3) Deploy any arbitrary nm (intruder node) to tunnel trafﬁc to another network i.e. performing wormhole/sinkhole attack. For instance, during bootstrapping and operational phase nm might be installed
which ultimately results in the loss of Pdata .
4) Breach personal or data privacy by accessing RFID
tags even after decommissioning of IoT devices. The
individuals carrying tags can be followed based on
their traces in cyberspace without even being aware
of it.
5) Execute provenance forgery by using fake key pairs
to make provenance records unveriﬁable.
6) Selectively removing a certain part of the preceding Pchain (provenance chain) without being tamper-
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In addition to security concerns, the resource-related constraints are particularly important to consider for provenance
collection. For instance, data processing awareness along
with data volume and deep heterogeneity [30]. Such constraints tend to effect the collection of provenance i.e. it
raises the question of how to gather provenance in case
of network congestion, massive heterogeneous raw data
formats, complexity of tag (active and passive, rewritable)
[27] and other processing constraints.

provided to the device during this phase. Therefore, collected
provenance data can provide information about device identiﬁcation and security parameters of participating entities.
Similarly, the collection of provenance at operational phase
may consist of information including decommissioning, reownership of devices and maintenance needs to be gathered
during operational phase.
C. WSN-based IoT
If we want to completely integrate WSN into the Internet,
we should know what kind of integration approaches can be
used to connect both infrastructures. According to Grangal et
al. [32] WSN to Internet based integration can be classiﬁed
as:
1) Cloud-based integration approaches: One integration
approach for WSN to Internet is via cloud web services. In
this approach, the sensing data retrieved from WSN sensing
devices is transmitted to cloud servers via a gateway, which
may also support operations such as data aggregation, protocol translation etc. The interconnection of different WSN
applications using cloud-based services may be difﬁcult
and may require tailor made applications, rather than being
enabled by standard Internet communication mechanisms as
in other approaches. Nevertheless, this integration approach
does provide a simple solution to the problem of accessing
distributed sensing data in the context of Internet applications. Some of the approaches which are following cloud
based integration approach include LogMeIn [43], SensorCloud [44], SensaTrack [45], NimBits [46] and ThingSpeak
[47].
2) Front-end proxy integration approaches: In this approach a gateway exists to isolate WSN communications
from the Internet and acts as a front-end proxy. The proxy
may obtain the data from sensing devices following two
main strategies. One approach consists of data being collected from a sensing device as soon as a request arrives
from an Internet client. The other approach employs a push
protocol where sensing devices update data on the proxy
only when a change occurs, and in this case the proxy
maintains a local cache for all the relevant sensed data.
3) Architecture frameworks: Various research projects
[48], [49], [50], [51] want to target the design of architecture frameworks that support different strategies to enable
communications between various WSN domains over the
Internet. Most of these proposals tend to propose a middleware to abstract operations on sensing devices from the
particularities of WSN communications. As a result, these
proposals provide complex applications over distributed
WSN islands instead of focusing on design of Internet
communication mechanisms for WSN environments.
4) Integration via standard Internet communication
protocols: Using this approach, mechanisms and techniques
may be designed to adapt Internet communications and
security technologies to WSN environments. A group

B. IP-based IoT
The introduction of IPv6 and web services facilitate homogeneous protocol ecosystem allowing simple integration
with Internet hosts and development of different appliances
for IoT applications [29]. Coupling resource-constrained
networks and powerful Internet results in diverse security
requirements ranging from end-to-end security (node security, application security) to communication channel security
(bootstrapping security, network security) [29].
In IP-based IoT, gathering provenance is another important issue which raises the question, “Provided the constraints, provenance should be gathered at which level to
attain optimal information about participating sensor nodes”.
In this regard, provenance collection can be classiﬁed as
Level-based (node level, network level, or application level)
and Phase-based(bootstrapping phase and operational phase)
provenance collection. Since each of the level is mapped
to a phase thereby provenance data may duplicate itself
which may facilitate conﬁdence of correctness in sensors
provenance metadata. Furthermore, collection of provenance
at any level or phase also affects the level of accuracy of
provenance data. For instance, provenance collected at node
level can depict more specialized details as compared to the
data that may arrived at application with the high probability
of suffering from tampering.
Level-based provenance collection:
The resource-constrained things/nodes in IoT vary in terms
of energy supply, for example, battery-oriented and batteryless nodes focusing on low energy consumption or lowest
power mode/sleep mode. Under such circumstances, provenance collection may suffer because of the unavailability of
dormant mode of sensor at a particular instant or due to
energy supply constraints. In IP-based IoT [29], provenance
collection at network level may lead to other issues including integration of provenance capture mechanism at either
network layer or data link layer. Provenance can be collected
at application level but it may not be trustworthy as attacker
may already have forged the sensor data while in transit.
Phase-based provenance collection:
The collection of provenance can be carried out at bootstrapping phase- which denotes joining thing in the IoT at a
particular time and location. The trust bootstrapping between
the nodes of different vendors [29] is of signiﬁcant importance, because device identity and security parameters are
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of protocols based on 6LoWPAN is currently being
designed at various working groups of the IETF (Internet
Engineering Task Force), which will enable Internet
communications on low-power WSN environments [32].
These protocols would provide the basis for extending
existing Internet communication architectures to encompass
WSN applications. This approach enables WSNs to be
fully integrated with the Internet. While this approach can
certainly be more complex with respect to security and can
open up sensing devices to a large number of threats and
attacks.

RSN (RFID sensor network) technology can be used to solve
heterogeneity problem [30].
2) Fault Tolerance: There are certain situations when
sensor devices stop sending data or start sending problematic
data. Such scenario can be easily handled in centralized IoT
architecture as the central entity have access to all data
ﬂows. However in distributed IoT architecture, to assure
survivability of the network it is necessary to develop a
discovery mechanism for identiﬁcation of data ﬂow, data
providers, service providers and data processing entities
[28]. Under such circumstances, ensuring trustworthiness
of provenance data is a challenging task. A WSN-based
scheme [34] for data-provenance binding resolve this issue
by performing data aggregation veriﬁcation at BS and dataprovenance coupling veriﬁcation at node level. In case of
RFID tags faulty read will result in processing of faulty data,
causing undesirable results, such as inaccurate inventories
are yet to be resolved.

WSNs can be connected to Internet using three main
approaches as mentioned by [33], differing from the WSN
integration degree into the Internet structure. The ﬁrst proposed approach consists of connecting both independent
WSN and the Internet through a single gateway. In the
second approach dual sensor nodes can access the Internet
via multiple gateways. In the third approach multiple sensor
networks can join the Internet in one hop through gateways.

B. Provenance Security Challenges

IV. C HALLENGES FOR P ROVENANCE -AWARE I OT

1) Integrity and Conﬁdentiality: Conﬁdentiality is an
important requirement for provenance-aware IoT model.
Conﬁdentiality must ensure that an adversary should not be
able to gain any knowledge (for instance, data or keying
material) of provenance by analyzing data. In the context of
IoT, conﬁdentiality implies that just by analyzing the packet
data and metadata an adversary cannot infer information
about the provenance attached to the data. Bloom Filter
scheme [34] has satisﬁed the conﬁdentiality requirement
by encoding provenance information in bloom ﬁlters using
one way hash functions. The inter-packet delay scheme
[36] achieves conﬁdentiality by hiding provenance in interpacket delays. The arithmetic coding scheme [37] achieves
conﬁdentiality by encoding provenance in intervals deﬁned
by two real numbers. The PKLC scheme [39] tends to
achieve conﬁdentiality by encrypting sensitive ﬁelds using
single session key and then encrypt each copy of the
session key with public key of trusted auditor. The mutual
agreement scheme [42] achieves conﬁdentiality using the
same broadcast encryption [66] as used by PKLC scheme.
The integrity of provenance is of three types:
Data Integrity: Data Integrity ensures that provenance
information must be tamper-evident. The PKLC [39] scheme
ensures data integrity by hashing provenance information
ﬁeld and signing it by corresponding node. The mutual
agreement scheme [42] achieves data integrity by using
current signature, which protects the ﬁeld of the same record.
Origin Integrity: Origin Integrity ensures that any node
making changes to provenance chain cannot deny its ownership to a provenance record. To resolve false provenance,
PKLC [39] scheme uses digital signatures for origin integrity. The mutual agreement signature scheme [42] uses
chained signatures to assure origin integrity by including

In this section, challenges for a provenance-aware IoT system are identiﬁed. The requirements for secure provenance
can be categorized into generic provenance management
challenges and provenance security challenges.
A. Provenance Management Challenges
1) Data Storage and Processing: -Scalability: Demands
efﬁciently managing the increase in granularity level of
information captured by provenance with the increase in sensor nodes in a network. In IoT, the provenance tends to grow
very fast due to increasing number of participating nodes.
Thus the transmission of a large amount of provenance
information along with data from each sensory node will
obviously incur signiﬁcant bandwidth overhead, resulting in
scalability issues. Achieving scalability needs analysis of
space complexity and energy computation overhead thereby
using any lightweight secure provenance framework, for
example, SPROV [41].
-Data-Provenance Binding: A coupling between data and
provenance is required to avoid inconsistencies issues (during backup, restoration and copying of data) and to thwart
the attacker from altering data or swapping provenance. A
solution to this problem has been suggested in [34] where
the data provenance coupling is ensured at each node in
routing path rather than at BS.
-Interoperability of heterogeneous data: Data from diverse
sensor devices may create problems related to interoperability of data, for instance, aggregation of data in various
formats including (navigational sensors, motion sensors,
temperature sensors, environmental sensors) and their associated provenance. Therefore, it is necessary to achieve
service and semantic interoperability, amongst other things.
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records containing signature of every subsequent user in
chain.
Chain Integrity: Chain integrity ensures that an adversary acting alone or colluding cannot modify the order of
provenance records. Bloom Filter based scheme of Sultana
et el. [34] ensures chain integrity by sharing secret keys
with all nodes that attackers must know to reconstruct
provenance for adding or removing nodes in the provenance
chain. Dictionary scheme [35] uses AM-FM sketch, which
is a node level digital signature scheme, to achieve chain
integrity. The AM-FM sketch uses a one way hash function
that makes it hard for an adversary to obtain provenance
from digest and any removal of nodes from provenance will
be detected by AM-FM veriﬁcation at the BS. This makes
it difﬁcult to modify the order of records since modifying
the order consist of steps of adding and deleting records.
The inter-packet delay scheme (IPDs) [36] uses delays in
order to achieve chain integrity as an attacker will have
to adjust IPDs of non-colluding packets, thereby adding
too much delay to packets and hence getting detected at
the BS. The Arithmetic coding scheme [37] achieves chain
integrity by using association probabilities and cumulative
association probabilities which the BS shares secretly with
each node. The PKLC [39] ensures chain integrity using a
chain of linked public keys and any removal or addition to
provenance can be detected by checking whether the chain
of linked public keys is broken or not. The mutual agreement
scheme [42] provides chain integrity by providing previous
and next signature ﬁelds that form the mutual agreement
between users that links the provenance records of the chain.
2) Privacy: In IoT, privacy is one of the primitive considerations for the protection of information of individuals
from exposure in the IoT environment, in which almost
any physical or logical entity has been assigned a unique
identiﬁer and the ability to communicate autonomously over
the Internet or similar network. The provenance generated as
result of data deluge by smart objects can be alarming to the
privacy. For any privacy-aware provenance system, privacy
needs to be ensured at data/module level and structural level.
The privacy assurances tends to be more challenging under
interoperability of things when data along with metadata
from multiple endpoints is gathered, collated and analyzed.
3) Access Control: To establish trust management for
data provenance, the differentiated access control policies
can be employed. For example, a trusted central entity
containing access control policies can regulate access to
provenance data by deﬁning user’s privileges through access
control lists (ACLs) or role-based access control (RBAC)
mechanisms. Thus it may avoid adversaries from masking
illicit actions (for instance, modifying provenance data or
forging provenance chain), certain designated auditors exist
that can read any provenance chain.
4) Freshness: The freshness requirement requires that
an adversary cannot replay captured data and provenance

without being detected. It means that even if an adversary
captures part of data and provenance information they cannot
replay it to authorized nodes without being detected by
auditors. Bloom ﬁlter based scheme [34] achieves freshness
using the variation in bloom ﬁlter hash. The bloom ﬁlter
value varies from packet to packet making it difﬁcult to
associate any previous bloom ﬁlter with more recent data.
Dictionary scheme [35] achieves freshness by associating a
packet with a sequence number that is incremented in subsequent rounds. The inter-packet delay scheme [36] achieves
freshness by making provenance bit for any IPD to depend
upon the timestamp of next packet and making it change
with varying timestamps. The arithmetic coding scheme [37]
satisﬁes freshness property by giving each packet a sequence
number and ensuring that the packet arrives within a preset
tolerance interval.
5) Availability: The availability requirement requires that
no nodes in the provenance chain can selectively drop
nodes from the provenance chain without being detected.
This means that any two nodes colluding or not cannot
remove records in a valid provenance chain between them.
Bloom Filter based scheme of Sultana et al. [34] ensures
availability by providing secret keys for all nodes that must
be known to the attackers to reconstruct provenance in
order to remove nodes to the provenance chain. Dictionary
scheme [35] uses AM-FM sketch to provide availability.
The inter-packet delay scheme [36]uses delays for achieving
availability as an attacker will have to adjust IPDs of noncolluding packets, which would add too much delay to
packets. This increased delay would be detected at the BS.
The Arithmetic coding scheme [37] achieves availability by
using association probabilities and cumulative association
probabilities which the BS shares secretly with each node.
The PKLC [39] ensures availability by using a chain of
linked public keys. Any removal or addition to provenance
can be detected by detecting whether the chain of linked
public keys is broken or not. The mutual agreement scheme
[42] provides availability by providing previous and next
signature ﬁelds that form the mutual agreement between
users that links the provenance records of the chain.
6) Key Distribution and Establishment: The key distribution and establishment is an important requirement for
provenance in IoT. In sensor networks, base stations are
responsible for sharing keys among sensor nodes. These
shared keys are then used to encrypt provenance information.
However, this is not applicable for IoT scenarios where
keys have to be established between clients and servers both
located on different networks. Hence, key distribution and
establishment mechanisms need to be addressed. Various
key management and distribution schemes have been proposed for WSNs [53], [65]. However, these schemes are
not directly implementable in IoT due to constraints such
as not being able to agree on keys present among base
stations located in different IoT networks, not being able
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to determine the correct size of the pool of keys for the
different IoT networks from where keys for sensor nodes
have to be chosen and not being able to synchronize the
pool of keys among various IoT networks.
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