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Abstract ⎯ Wireless Mesh Networks (WMN), this term was
coined few years back in network research community. Due to its
profound applicability, highly reliable connectivity, easy
deployment, flexible interoperability with other networks drew
much attention even within this short time. Although, lot of work
is going on in this field but still issues like privacy and trust are
left unattended. This paper address problems and solutions of
these not well addressed issues i.e. ensuring privacy and
anonymity in WMNs 1 .
Keywords ⎯ Wireless Mesh Network, Privacy, Anonymity,
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1. Introduction
Wireless Mesh Networks (WMN) is a cost effective
solution for network connectivity in areas where cabling is not
a good solution or a fast deployment is required [1]. WMN [2]
is a new and promising paradigm for providing wireless
Internet connectivity in a geographic area. Due to its mesh
characteristics, WMN provides high reliability and fault
tolerance; with greater bandwidth and more reliable
communication than conventional wireless networks.
Although a lot of work is being done in routing issues of
WMN, there is very little work being done in the fields of
security and privacy. Open medium characteristics of the
wireless links make WMN prone to attackers both from inside
and outside of the network, and make it difficult to preserve
both security and privacy in WMNs [3].
Privacy generally refers to the “ability to control the
dissemination of information about oneself” [4]. More
precisely privacy can be defined as “a state which can be lost,
whether through the choice of the person in that state or
through the action of another person” [5]. Privacy can be
achieved through various different ways; one of the most
common mechanisms used to achieve privacy is anonymity [6,
7]. The term anonymity generally refers to the condition in
which an individual’s identity remains undisclosed [8].
Preserving privacy in wireless mesh networks has more
importance than the conventional network. As the neighboring
nodes are responsible for routing the data from a sender to a
receiving node, each node can look into the message; hence
1
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compromise the confidentiality of a message. Therefore, it
should be assured that messages between the sender and
receiver remain private and some kind of anonymity amongst
the nodes is ensured. This paper provides some pioneering
work in the field of privacy and anonymity in WMNs. In this
paper we propose a Trust Based Anonymity (TBA) scheme for
WMN.
The rest of the paper is organized as follows. In section 2,
we start our discussion by first looking at the existing work
done in the field of privacy in WMNs. Section 3, outlines the
famous Onion routing, which is mostly used to provide
privacy in networks. We identify the network model suitable
for our proposal and potential adversaries along with the
problem statement in section 4. In section 5, we proposed a
trust based anonymity scheme that can be implemented in a
scalable WMNs. Finally, we conclude our work and discuss
the future enhancements in section 6.

2. Related Work
Current state-of-the-art research from privacy perspective
in wireless mesh network is still in infancy state. According to
authors’ best of knowledge only two schemes [9] and [10]
have been proposed so far for privacy in WMNs. In general,
both schemes borrowed some design features from several
existing works available in the literature. First we give a brief
overview of both of the schemes emphasizing there
assumptions, strengths and weakness and then we will
describe our approach in detail.
Taojun Wu et. al. [10] have proposed a scheme that
considers a new metric ‘traffic entropy’ to quantify the
performance of a solution providing traffic privacy. It exploits
redundancy in WMNs to hide information from an adversary
by routing messages’ fragments through multiple disjoint
paths so that an adversary node cannot read the whole message.
It also provides traffic confidentiality by dividing traffic
spatially and temporally in a random way. But if the
adversaries are working in a collaborative way or when an
inside attacker colludes with an outside attacker; the proposed
solution would fail to preserve privacy.
Xiaoxin Wu et al. [9] have proposed a solution to preserve
privacy by using both cryptography and redundancy. The
authors enhance the onion protocol, which provides
anonymity in wired networks, to provide anonymity and
privacy in WMNs. In this proposal, it is assumed that all
information to and from the WMN is communicated through a
centralized gateway. A locally deployed Public Key
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Infrastructure is deployed and maintained by that gateway.
Also it is assumed that all the communication links are
symmetric i.e. bi-directional and nodes communicate with
each other using symmetric keys. The onion protocol makes
the end nodes unlink-able but as the one of the communicating
node is always the gateway, hence, the other end node is also
traceable. The author proposed a logical ring topological
implementation of the onion protocol to provide anonymity of
the end node. In which all the transmission are started by the
gateway router and also ended at the gateway router following
a ring communication path.

wireless mesh network has its own gateway router that is a
single entry and exit point through which each mesh users can
communicate outside its own mesh network. We are also
assuming that each gateway routers must knows, its network
topology. Each gateway router and mesh user has a public key
that is used for encrypting data. All mesh users can
communicate with each other via wireless channel. We also
assumed that all mesh users can communicate with each other
through some multi-hop routing scheme. The basic wireless
mesh network model is shown in Figure 2.

3. Onion Routing
Onion routing [11] is the solution that uses some
cryptographic and well known networking techniques to
protect the privacy of internet communication against both the
eavesdropping and traffic analysis. In Onion routing, setup
begins when the initiator creates an onion. Each onion router
along the route uses its private key to decrypt the entire onion
that it receives. This operation exposes cryptographic control
information for this onion router, the identity of next onion
router in the path for this connection, and the embedded onion.
The onion router pads the embedded onion to maintain it fixed
sized and send it onwards. The final onion router in the path
connects to a responder proxy, which will forward data to the
remote application.
After the connection is established data can be send in both
directions. The initiator’s onion proxy receive data from
application, breaks it into fixed size cells (128 bytes currently)
and encrypt each cell multiple times – once for each onion
router the connection traverse – using algorithms and keys
specified in the onion. As a cell of data moves through
anonymous connection, each onion router removes one layer
of encryption, so the data emerges as a plain text from the final
onion router in the path as shown in Figure 1. The responder
proxy regroups the cell into data streams originally submitted
by the application and forwards it to the destination.

Figure 2. Wireless Mesh Network Model

4.2 Adversary Model
There are three common ways, through which privacy can
be disclosed. One is by traffic analysis [12], second is by
eavesdropping [13] and third is by camouflage [14].

By traffic analysis, attacker can get access to the
information like “who is talking to whom?”

By eavesdropping attacker can get the information
like “what nodes are talking about?” and

By camouflaging, attacker can masquerade (via
newly inserted node or via compromised node) as a
normal node to magnetize the packets passes through
it.
These three types of attacks can be performed by two types
of attackers: one is “inside attacker” for example camouflage
attacker and second is outsider attacker for example
eavesdropper and traffic analyzer.

4.3

Problem Statement

Figure 1. Data movement in Onion Routing

In WMNs there are four kinds of privacy which we need to
consider.

Identity privacy: means no one can get any
information about who is sending packets to whom?
Only source and destination nodes can identity each
other.

4. Problem Description
4.1

Network Model

We are assuming that there are multiple wireless mesh
networks that are connected with each other via internet. Each
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Location privacy: means when an adversary captures
the packet, he gets no clue to trace back the source or
destination of a packet.

Route privacy: means no nodes have any information
about the location (in terms of physical distance or
number of hops) about other nodes except for
themselves, and

Data or contents privacy.
Now problem here is to protect these four kinds of
information against three different ways of privacy disclosure
mechanism as discussed in adversary model section.

5. Trust-based Anonymity Scheme
Trust-based Anonymity Scheme (TBA) consists of two
main components. One is called TBA Server and other is TBA
Client. TBA server is installed on each mesh gateway router
and TBA Client is installed on each mesh user. Let us first
describe these two components first and then we will describe
how both can achieve trust–based anonymity in WMNs.

Trust value (T) is calculated, based on two parameters as
discussed in [15]: Peer recommendation (PR) and other is past
interactions (PI). Only one will considered at a time, for
example if TBA server has no past interaction record then it
will go for peer recommendation. Basic flow chart of
calculating trust is shown in Figure 4. In order to calculate the
trust value based on PI or PR various schemes available in the
literature [15, 16]. We can use any one of them.
Virtual Mesh Network Manager is responsible for
establishing virtual mesh network between various mesh
networks that are attach to internet. This could be achieved by
establishing tunnels between gateway routers as shown in
Figure 5. Tunnels can be easily created with the help of IPSec
protocol [17]. The basic objective of creating this virtual mesh
network is to enable different mesh networks to communicate
with each other in a secure and reliable manner by keeping
their privacy intend.

5.1 TBA Server
TBA server is responsible for maintaining trust and
anonymity between not only its own mesh users but also
between multiple mesh networks. TBA server consists of three
main components as shown in Figure 3.
1).
Trust Manager
2).
Virtual Mesh Manager and
Anonymity Manager
3).
TBA Server
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Figure 3. TBA Server Model

Trust Manager is responsible for calculating trust for not
only mesh users but also for other mesh networks. Trust
Manager will maintain the trust value of each mesh user in the
network and for other mesh networks it will consider each
other mesh networks as a single entity. For example if there
are three other mesh networks of different sizes then TBA
Server will maintain the single trust value irrespective of
number of mesh users associated with respective mesh
networks. This approach will give us two benefits one it
reduces the computation cost, second it will consume less
memory.
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Figure 4. Flow-chart of TBA Trust Manager
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Privacy and anonymity are key elements of any secure
environment. This paper not only discussed some state-of-the
art research of this field but also outlined the shortcomings of
existing proposals and proposed a Trust Based Anonymity
scheme for WMNs. This paper is our first step towards secure
wireless mesh environment and provides a conceptual
framework for it. We highlighted major components, their
responsibilities and interactions, required to ensure privacy
and anonymity in WMNs. In Future, we would clarify the
implementation details of our scheme along with evaluation
and comparison with existing frameworks.
Figure 5. Virtual Mesh Network

Anonymity Manager is responsible for providing
anonymity of identity, route, location and data as discussed in
section 4.3. Anonymity manager works in following manner.
Step 1: Select ‘j’ trustful nodes from the network of ‘n’ nodes
such that 0 < j <= n.
Step 2: Construct a random path ‘p’ that contain all trustful
nodes including destination node. So the length ‘l’ of
path ‘p’ is:
l = j+1 if j<n
l = j if j=n
Step 3: Construct an onion packet. The layering of onion is
based on the sequence of nodes in the path.
Step 4: That onion packet only traverse through the path p.

5.2

TBA Client

TBA client is installed on each mesh user. It is simplified
versions of TBA Server only contain two main components:
one is Trust manager and other is anonymity manager as
shown in Figure 6. The functionality of trust manager and
anonymity manager is same as discussed in section 5.1.
TBA Client
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Figure 6. TBA Client Model

6. Conclusion and Future Work
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